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OINPEJEJEHUS

B HacTosilleM JOKYMEHTE MCIOJb3YIOTCS CJEAYIOLHE TEPMHHbBI U HX
onpeaeneHusl.

ABTOMATH3HPOBAaHHAsI CHCTEMA — CUCTEMa, COCToslas M3 MnepcoHana H
KOMILJIEKCa CPeACTB aBTOMATHU3allMK €ro AesTelbHOCTH, peannsytollas HMHpopma-
LMOHHYIO TEXHOJIOTHIO BbIMOJHEHHS YCTAHOBJIEHHbIX (DYHKLHH.

AyTeHTHDHKAUUA OTNPABUTE/IS JAHHbIX — [IOATBEPXKAEHHE TOr0, YTO OT-
NpaBUTENb MOJTYYEHHbIX JaHHbIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHocTh nepcoHaNbHbIX [JaHHBIX — COCTOSHHE 3alMIIEHHOCTH
MepcoHalbHbIX  JaHHbIX, XapakTepu3lyemMoe CINOCOOHOCTbIO  MOJb30BaTelEH,
TEXHUYECKUX  CpPeACcTB M MHGOPMALMOHHBIX  TEXHOJOrMi  obecnevyuTsb
KOH(HUAEHUHATBHOCTb, LEJOCTHOCTb M JOCTYMHOCTb MEPCOHANbHbIX AAHHBLIX IPH
ux 06paboTke B MH(HOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX JAHHbIX.

buomerpuyeckne nepcoHasbHble [AaHHbIe — CBEACHHUs, KOTOpbIE
XapakTepHU3yloT (hU3rnonoruyeckue ocoOEHHOCTH YesoBeKa U Ha OCHOBE KOTOPbIX
MOXHO YCTaHOBHUTb €ro JIMYHOCTb, BkJtO4as (oTorpaduu, oTrneyaTkyd NajibLes,
obpa3 ceTyaTku rnasza, OCoOEHHOCTH CTPOEHHs Telna W JAPYryrwo MnoaobHyro
MH(pOPMaLIHIO.

baokupoBanue nepcoHa/JibHbLIX [JaHHBLIX — BpPEMEHHOE MpeKpalleHHe
00paboTKK nepcoHanbHbIX JaHHbIX (32 MUCKJIIOYEHHEM ciydaeB, eciii oOpaboTka
Heo0X0AMMa 111 yTOYHEHHS MePCOHaNbHbIX AaHHbIX).

Bupyc (komnbioTepHblif, NPOrpaMMHbIii) — HCMOJIHAEMbIH MPOrpaMMHbIi
KOJ WJIM WHTEPNpeTUpYyEeMbli HAOOp MHCTPYKLUMH, obnagatouiMii CBOMCTBaMH He-
CaHKLIMOHUPOBAHHOIO paclnpoCcTpaHeHUss U camoBocnpousBeneHus. Co3agaHHble
AyOJMKaThl KOMMbIOTEPHOIO BUpYCa He BCerja COBMaaatoT C OPUIHHAIOM, HO CO-
XPaHSIOT CMOCOOHOCTb K AasibHEllieMy pacnpoCTpaHEHHIO U CaMOBOCIIPOH3Be/e-
HUIO.

Bpeaonocnas nporpamma — nporpamMma, npeiHazHaueHHasl Uisi OCyLIeCTB-
JIeHHsI HECAaHKLUHOHWPOBAHHOrO A0CTYNa M (MJM) BO3AEHCTBUS Ha MepCOHasbHbIE

JaHHbIE WK pecypcbl MH(POPMALMOHHONW CHUCTEMbI MEPCOHANbLHbBIX NAaHHbIX.



BcecnomoraTesibHble TeXHHUYeCKHE CPeACTBA H CHCTeMbl — TEXHWYECKHE
CPEACTBA U CHCTEMbI, HE MpPEeJHa3HAuYeHHble A4 nepenayu, oOpaboTKH U XpaHEHHUs
MEPCOHANIbHLIX AAHHbIX, YCTAHABJIMBAEMbIE COBMECTHO C TEXHHWYECKHUMM CPEICT-
BaMW M CUCTEMaMH, NMpeAHa3HAYeHHbIMHU 17151 00pabOTKH MepCOHabHbIX AaHHbIX
WM B MOMELLEHUSAX, B KOTOPbIX YCTAHOBJIEHb! MH(OPMALIMOHHbIE CUCTEMBI MEPCO-
HaslbHbIX JaHHBbIX.

JocTyn B onepauHoOHHYIO cpely KoMnbioTepa (HHPOPMALHOHHO¥
CHCTEMbI MEePCOHAJBbHBIX AAHHbIX) — TMOJy4YeHHEe BO3MOXXHOCTH 3allycka Ha
BbI[TOJIHEHUE LUTATHbIX KOMaHi, QYHKUMWHA, Mpoueayp ONEpPaUMOHHON CHUCTEMBI
(YHMYTOXKEHHUS, KOMWPOBAHUS, MepeMelleHns W T..), MCHOJHAeMbIX (DanIoB
MPUKJIA[HbIX POrpPamM.

Hoctyn k MHGOpPMaUUH — BO3MOXHOCTb MOJYYEHHUS! UH(POPMALIMK H €€ MC-
M0JIb30BaAHMUA.

3aknagouHoe yCTPOHCTBO — 3/IEMEHT CpeJCTBa CbeMa HH(POPMaLMH, CKPbITHO
BHEIpsAEMbI  (3aKknaablBacMbli WM BHOCMMbIH) B MeCTa BO3MOXHOIO Cbhema
vHbopMaUMHy (B TOM uucile B Orpaxk[eHWe, KOHCTPYKLIMIO, 000pyJOBaHHe, MPEAMETbI
MHTEpbEpa, TPAHCMOPTHbIE CPEICTBA, a TaKXKe B TEXHWYECKWME CPEeACTBA M CHCTEMbI
00paboTku uH(popMaLHK).

Jamumaemas uHpopmauus — vHbopMaLHs, ABIAIOLIAACT NPEIMETOM COO-
CTBEHHOCTHM M [MoOJeXallas 3allMTe B COOTBETCTBMM € TpeOOBaHUSAMM [PABOBbLIX
JIOKYMEHTOB WJIM TPeDOBAHUAMM, yCTaHABJIMBAaEMbIMH COOCTBEHHUKOM MH(OpMaLIMH.

Maentudukauuss — npucBoeHne cyObekTam M 0ObEKTaM [OCTyna WIAEHTH-
pukatopa W (M1IM) CpaBHEHHME TMpEObSABIAEMOro MAeHTU(UKATOpa C MNepeyHeM
MPUCBOEHHbIX UIEHTU(HHUKATOPOB.

MudopmaTHBHBII CHFHAN — 3JIEKTPUYECKHE CHIHANbI, aKyCTHUECKHE, 3JIeK-
TPOMarHuTHble M JApyrve (u3Myeckue MoJjs, Mo napaMeTpam KOTOpPbIX MOXET ObITb
packpbiTa KOH(MHAEHLMaIbHas HHOpMaLMs (MepcoHabHble TaHHble) 00pabaThiBaeMast

B MH(OPMALIMOHHOM CHCTEME NEPCOHANbHbIX AaHHbIX.



NudopmaunoHHble TEXHOJOTHM — NPOLIECCHI, METO/bI MOMCKa, cbopa, Xpa-
HeHus, 00pabOTKM, MpPEeJOCTaBEHHS, paclpoCTpaHeHHss HHGOpPMALMM W  CMOCOObI
OCYILECTBJIEHHUS TaAKMX MPOLIECCOB U METO/0B.

Uudopmaunonnas cucrema mnepcoHaJbHbIX aaHHbix (UCIIAH) -
COBOKYMHOCTb COJEpXalMxcsi B 0azax [OaHHbIX MEpCOHaNbHbIX [OaHHBIX U
obecneuunsaroiux UX o6paboTKy HH(MOPMALUMOHHBIX TEXHOJIOTHH W TEXHHYECKHX
CpeACTSB.

Mcnonb3oBaHue mNepcoHaJbHBIX AaHHBIX — JEUCTBUs (onepauuu) ¢
MepCOHaJIbHLIMU [@HHbIMH, COBEpLIAaeMbie OMEpaTopoM B LEAAX MPHHATHSA
pELIEHUI MWW COBEpLUEHUS WHbIX AEHCTBHUH, MNOPOXKAAIIIMX HOPUAHUYECKHE
MOCJEACTBUS B OTHOLUEHWH CyObEKTa MEPCOHANbHLIX NAHHBIX WM APYTHX JIKL
n1b0 MHbIM 00pa3oM 3aTpardBarolMX npaBa U cBOOOAbl CyObeKTa NepCOHaNbHbIX
Jl@HHbIX WJIH APYTUX JHL.

UcTouHuK yrpo3bl 6e3onacHocTy HHGOpMAUUH — CYObEKT AOCTyNA, MaTe-
pUabHbIM OOBEKT MM (U3HMUECKOE SIBJIEHHE, SBJISIOLUMECS MPUYMHON BOSHUKHOBEHHS
yrpo3bl 6e3onacHocTH UHGOpPMaLIHUHU.

KonTpoanpyemasi 30Ha — npocTpaHCTBO (TeppHTOpHS, 34aHKE, 4acTb 3[1aHHs,
MOMELLEHHE), B KOTOPOM MCKJIFOYEHO HEKOHTPOJHpYeMoe NpeObiBaHHE MOCTOPOHHHX
JIMLL, @ TAKXX€e TPaHCMOPTHbIX, TEXHUUECKUX W UHbIX MaTepHabHbIX CPEACTB.

KondpuaeHunanbHoCcTh MNepPCOHANBHBIX [JaHHbIX — 00s3aTesbHOE VIS
COOJIIOIEHHST OMEepaTOpPOM WM WHBIM MOJYYMBLUMM JOCTYM K MEePCOHANbHBIM JaHHbIM
JuuoM TpeboBaHMe He JAOMyckaTb WX pacnpocTpaHeHHe Oe3 cormacusi cyObekTa
MEePCOHAJIbHBIX AAHHBIX MM HATMYHUS MHOTO 3aKOHHOIO OCHOBAHMSI.

MexceTeBoit 3KpaH — JIOKaibHOE (OJHOKOMIOHEHTHOE) MUK (PYHKLHOHAILHO-
pacrnpefie/IEeHHOe MpOorpaMMHOe (MporpamMMHO-anmnapaTHoe) CpeacTBO  (KOMILIEKC),
peanusyrolliee KOHTPOJIb 3a HH(popMaLlKei, NocTynatoliiei B MHPOPMaLUMOHHYIO CUCTEMY
MepCOHabHbIX JAHHbIX U (UJIK) BbIXOAsLLEH W3 HHPOPMALLHOHHOH CUCTEMBI.

HapymmuTenb 6e30nacHOCTH nepCcoHaNbLHBLIX AAHHBIX — (U3MUECKOE JIULIO,

C.Hy‘-lal:IHO WJIK Np€AHaMEpEHHO COBEpLIArOLIee II€FICTBP[H, CJICACTBUEM KOTOPLIX SABJIACTCA



HapyllleHHe Oe30MacHOCTH MEepPCOHATBHBIX JAHHBIX MPH MX 00paboTKe TeXHUUECKUMH
CpeCTBaMH B MH(POPMALIMOHHBIX CUCTEMAX MEePCOHANbHBIX AaHHbIX.

HeaBpromaTuiupoBanHas o00pa0doTka MNepcOHANbHbLIX JaHHBIX —
00paboTka nepcoHalbHbIX JaHHbIX, COAEPXKaLMXCsl B MHPOPMaLMOHHON cUcTEME
MepCOHalbHbIX [aHHbIX JIMOO M3BJAEUYEHHbIX M3 TaKOW CHUCTEMbI, CYWTAETCH
OCY1I1eCTBJIEHHOH Oe3 UCIOJIb30BAHUS CpeacTB aBTOMaTH3aLHHU
(HeaBTOMaTH3HMPOBAHHOI ), €CJIM TaKue NeHCTBUS C MepCOHalbHbIMU AAHHBIMH, KaK
UCIOJIb30BaHHE, YTOYHEHHWE, PpaclpOCTpaHEHHE, YHWUYTOXKEHHWE MepCOHabHbIX
JaHHbIX B OTHOLUEHUM KaXAOro U3 CYOBbEKTOB MEpPCOHabHbIX [aHHBIX,
OCYILECTBJIAIOTCS NPU HEMOCPEACTBEHHOM Y4YacTHH YeJIOBEKa.

HenexknapupoBanHbie BO3MOKHOCTH — (DYHKLUMOHAJbHbIE BO3MOXHOCTH
CPEACTB BbIYUC/IMTENIbHOM TEXHHMKM, HE OMNWCaHHblE WIM He COOTBETCTBYIOLIHE
OMUCaHHBbIM B JOKYMEHTAaLWM, MPU HMCNOJIb30BAHHM KOTOPbIX BO3MOXXHO HapyllEeHHe
KOH(MAEHUHAIBHOCTH, JOCTYNMHOCTH WM LEJOCTHOCTH 0OpabaTbiBaeMOM  WH-
dbopMauuu.

HecaHKUHOHUPOBAHHBIH A0CTYN (HECAHKUHOHHPOBAHHBIC JeHCTBHA) —
JOCTYN K WH(OpMaLMK WM AeHCTBHUS C MH(OpMallMel, HapylualollMe NpaBuIa pas-
rpaHUYEeHUss [JOCTYNa C WCMNOJb30BAHWEM LUTATHBIX CPEACTB, MpPeLOCTaBIsSEMbIX
MH(QOPMaALMOHHbIMHY CUCTEMAMHU NMEPCOHANIbHBIX AAHHBIX.

Hocurenb ungopmaunu — Gusrueckoe JIMLO UK MaTepHalbHbiil 00BEKT, B
TOM 4YHMcCJIe PU3HYECKOE N0JIe, B KOTOPOM HH(OPMAaLIMs HAXOAWUT CBOE OTPaXXEHHUE B BUIE
CHMBOJIOB, 00pa30B, CUTHAT0B, TEXHUYECKHUX PELeHHH U MPOLIECcCOB, KOJUYEeCTBEHHbIX
XapaKTepPUCTHK (PU3MYECKHUX BEJIUUHH.

ObGe3siHuHBaHHEe MEPCOHAJNILHBIX AAaHHBIX — JeicTBUs, B pe3yjbTaTe
KOTOpPbLIX CTAHOBHUTCS HEBO3MOXHbIM 0€3 HMCMOJIb30BaHUS 1OMOJHUTEIbLHOM
HH(pOpMaLUUK ONpeAeauTb NPUHAANEKHOCTb MEPCOHANbHbBIX AaHHBIX KOHKPETHOMY
CyOBbeKTy MepcoHasbHbIX NaHHbIX.

O6paboTka nepcoHaNbHBIX AaHHBIX — J1000e AelcTBHe (OMepains) Wi
COBOKYMHOCTb A€HCTBUI (onepaluii), coBepluaeMbiX ¢ MCMOJb30BAHHEM CpPEICTB

aBTOMaTu3auMu WJIM 0e3 HCMNOoJb30BaHUS TaKHX CpeactB C IMEPCOHAJIbHBIMH



JaHHbIMM, BKJKOYas cOOp, 3anmucb, CUCTEMATH3aLMIO, HAKOIUIEHWE, XpaHEHHE,
yTO4HeHHe (OOHOBJIEHME, W3MEHEHHE), W3BJIEUEHHE, UCMO0JIb30BaHHE, Mepenavy
(pacnpocTpaHeHuWe, npenocTaBieHWe, N0CTyn), obe3nuuuBaHHe, OJIIOKMPOBaHME,
yAalleHue, YHUYTOXKEHHE NMepCOHalbHbIX JaHHBIX.

OOfueaocTynible mnepcoHajibHble AaHHble — [EPCOHAJbHbIE [aHHbIE,
JOCTYI HEOrpaHWYEHHOro Kpyra JML K KOTOpPbIM MpPEAOCTaB/IeH C COrJacus
cyObeKkTa MepcoHalbHbIX [aHHbIX WM Ha KOTOpble B COOTBETCTBUHM C
(denepanbHbIMM  3aKOHAMH He pacrnpocTpaHsieTcs TpeboBaHMe COONOAEHHS
KOH()HAEHLHATbHOCTH.

Onepatop (nepcoHajibHBIX [daHHbLIX) — TOCYJAapCTBEHHbIH OpraH,
MYHMLUMNANbHbIA OpraH, HOpUAMYECKOe WIH (PU3HYECKOE JIMLO, CAMOCTOSATENbHO
WM COBMECTHO C JpPYyrMMH JIMUAMH OpraHu3yloulMe U (M) OCYLUECTBJIAIOLINE
06paboTKy nepcoHanbHbIX NaHHbIX, a TaKXe oMnpeaeNdroUlMe Lead odpaboTku
MepcoHalbHbIX 1aHHbIX, COCTaB MepCOHANbHbIX JaHHbIX, MoANekauux o0paboTke,
ANeHCTBUA (Onepaiumnu), CoOBeplaeMble C MEPCOHAbHLIMU JaHHBIMH.

TexHnueckue cpeacrBa HMHGOPMAUHOHHOH CHCTEMbl MNEePCOHAbHBIX
AAHHBIX — CPEIACTBA BbIYUCIUTENbHONW TEXHUKH, MH(OPMALMOHHO-BbIYHCIUTEIIbHbIE
KOMIUJIEKCBI U CETH, CPEACTBA M CUCTEMbI Nepenav, npuema 1 odpadortku I1/1H (cpeactsa
M CHCTEMbl 3BYKO3alMCH, 3BYKOYCHJIEHMS, 3BYKOBOCIPOM3BEAEHHS, MEPErOBOpPHbIE H
TEJIEBU3MOHHbIE YCTPOWCTBA, CPEACTBA W3rOTOBIEHUS, THPAKHMPOBAHUS NOKYMEHTOB U
Jpyrue TEXHUYECKHe cpelcTBa 00paboTKK peueBoM, rpaduieckoi, BUIeo- U OyKBEHHO-
uM(ppoBoi HH(OpMALIMK), MPOrpaMMHbIe CpeACTBa (OMepalHOHHbIE CUCTEMBI, CHCTEMbI
ynpasjieHus 06a3amM JaHHbIX U T.N.), CPEACTBA 3alLMThl HH(OPMALIMK, NIPUMEHSIEMbIE B
MH(pOPMAaLMOHHBIX CUCTEMAX.

[lepexsaTt (MHdopmauuu) — HenpaBoMepHoe MojydeHHe HHPOpMaUUU ¢
MCIOJIb30BAHUEM TEXHHWYECKOr0 CpeACTBa, OCYLIECTBIsAIOUIEro obOHapyxeHHe,
npuem U 06paboTky HHPOPMATHBHbBIX CUTHAJIOB.

[lepconanbHble gaHHbIEe — Jt00as WHboOpMaLMsA, OTHOCALIAACS K MPSIMO
MM KOCBEHHO OMNpENEJIEHHOMY WM onpeaensieMomMy (GHU3MYEeCKOMY JIHLY

(cyObeKkTy nepcoHanbHbIX JaHHBIX);



[loGouHble  JeKTPOMATHUTHBIE  H3JIyYeHHUS  H HAaBOJKH
3JIEKTPOMArHUTHbIE M3JIyYeHUS TEXHHUYECKHUX CpeAcTB 00padoTKH 3alluiliaemMoit
HHpOpMaLMK, BO3HUKAIOLIME KaK M0OOYHOe  sBJIEHWE U  BbI3BaHHbIE
INEKTPHUYECKUMH CUTHANIAMH, AEUCTBYIOLUUMH B UX JIEKTPUUYECKHUX U MAarHUTHbIX
Lensx, a TakKe 3JEeKTPOMarHUTHbIe HAaBOAKU 3TUX CHTHAIOB Ha TOKOMPOBOASLLHE
JTUHHUH, KOHCTPYKUMHU U LENH MUTAHHUS.

[MTonuTHka  «4yHCTOrO0  CTOJNIA» —  KOMIUIEKC  OpraHM3alMOHHbIX
MEPONPUATHUH, KOHTPOJIMPYIOLUUX OTCYTCTBHE 3alHCbIBAHUS Ha OyMaxkHble
HOCHUTENIM Kaouyelh W aTpubyToB aocTtyna (mapojied) U XpaHeHHs UX BOIM3M
00beKTOB JOCTYMNA.

[Tonb3oBaTtenb MHPOPMAUHOHHONH CHCTEMbl HEPCOHAJIBHbLIX NAHHbIX —
AMLO, ydacTBymolee B  (YHKUHOHUPOBAaHMM HH(DOPMALMOHHOW  CHUCTEMbI
NepcoHabHbIX JaHHbIX WK UCTMOJIb3YIOLllee pe3yibTaTbl ee PyHKLIHOHUPOBaHHUS.

[IpaBuaa pasrpaHuyeHusi 10cTyna — COBOKYNHOCTb MPaBuJl, perjiaMeHTH-
PYIOLLMX NpaBa 4OCTyNna CyObEKTOB 10CTyNa K 00beKTaM J0CTyna.

[Iporpammuas 3aknaaka — Ko NporpaMmbl, NpeJlHaAMEPEHHO BHECEHHbIN B
NpOrpaMMmy C LEJbIO OCYLUECTBUTb YTEUKY, H3MEHHTb, OJIOKHPOBATh, YHHUUTOXHUTD
MHPOPMALIMIO MK YHHUYTOXHTb U MOAUGULMPOBAThL MporpaMmmHoe obecneyeHue
MHPOPMALIMOHHON CHUCTEMbI MEPCOHANbHbIX JaHHbIX U (MJK) OJIOKMPOBAThH anna-
paTHble CpelICTBa.

[IporpammHoe  (mporpaMMHo-mMaTemMaTH4ecKoe)  BoO3JdelcTBHE
HECAaHKLIMOHUPOBAHHOE  BO3JEHCTBME Ha  pecypcbl  aBTOMaTHU3MPOBAaHHOM
MH(POPMaALMOHHOI CHCTEMbI, OCYLUECTBISEMOE C HMCIOJIb30BAHHMEM BpPEIOHOCHbBIX
Nporpamm.

PackpbiTHe nepcoHa/bLHBIX JaHHBLIX — YMbIUUIEHHOE WIM CJlydyaWHoe
HapylleHHe KOH(PUAEHLMAIbHOCTH NepCOHaNbHbIX AaHHbIX.

PacnpocrpaneHHe nepcoHalibHbIX AaHHBLIX — JEHCTBUS, HanpaBJieHHbIE

Ha pacKpbITHE NEPCOHANbHbIX JaHHbIX HEOMNpeaeeHHOMY KPYTy JHL.



Pecypc undopmaunoHHO#H cHCTeMbI — UMEHOBAHHbIHM JIEMEHT CHCTEMHOTO,
NPHUKJIaAHOIO WIIH anmnapaTHoro obecneyeHus (GyHKLIHOHUPOBAHHS
MH(POPMaLIMOHHON CUCTEMBI.

CneunanbHble KATeropuM MepPCOHAJABLHBIX JAAHHBIX — MEepPCOHallbHbIE
JlaHHble, KacalouMecs pacoBOd, HAUMOHANbHONW MPUHAAJIEXHOCTH, MOJUTHYECKUX
B3IJI10B, PEIUIHO3HbIX MM (Ppunocopckux ydexaeHUH, COCTOSHUS 30pPOBbS M
MHTUMHOM )XU3HH cyObeKTa NepCOHabHbIX JaHHbIX.

CpeacTpa BbIYHCAHTEILHOH TEXHUKH — COBOKYMHOCTb MPOrPAMMHbIX M TeX-
HUYECKUX 3JIEMEHTOB CHUCTeM OOpabOTKM JIaHHbIX, CMOCOOHBIX (HhYHKLIHOHUPOBATD
CaMOCTOSTENIbHO UJIM B COCTaBE APYTHUX CUCTEM.

Cy0bekT goctyna (cy0beKT) — JMUO WM MpoLecc, AeHCTBUSI KOTOPOro per-
JAMEHTHPYIOTCSl NpaBUJIaMU pa3rpaHUYeHH s 1OCTymna.

TexHuveckuit kaHaa yTedukd HHGOPMAUHUH — COBOKYMHOCTb HOCHTENS UH-
dopmMaunu (cpencrsa 0OpabOTKH), (M3UYECKOH Cpedbl pacrnpocTpaHeHUst HHGOp-
MaTHBHOI'O CMrHana U Cpe/ICTB, KOTOPbIMHK 100bIBAETCS 3allMiLaemMas HHpOpMaLIMsL.

TpancrpanuyHasi nepejada mnepCcOHAJbHBLIX [AaHHBIX — [epejaya
MepCOHaNbHbIX [aHHBIX OMNepatopoM 4yepe3 [ ocynapcTBeHHYHO  rpaHHLy
Poccuiickoit  ®denepauru  opraHy  BJIaCTH  WHOCTPAaHHOrO  rocyaapcrsa,
(H3UYECKOMY HIIK FOPUIUUYECKOMY JIMILY HHOCTPAHHOIO rocynapcTBa.

Yrpo3bl 6e30nacHOCTH NepPCOHANbHBIX JAHHBIX — COBOKYMHOCTb YCJIOBHH H
(hbakTOpOB, CO3MAIOLIMX ONACHOCTb HECAHKLIMOHWUPOBAHHOIO, B TOM YHCIIE CJIy4aHHOro,
JOCTYIA K NePCOHATIbHBIM 1aHHbIM, PE3yJ1bTaTOM KOTOPOr0 MOXET CTaTh YHUUTOXKEHHE,
M3MeHeHHe, OJIOKMpPOBaHHE, KOMMMPOBAHUE, PAcpOCTpaHEHUE NEPCOHANIbHbIX 1aHHBIX, a
TaKXX€ MHbIX HECAHKLIMOHUPOBAHHBIX AEHCTBHI1 Npu WX 00paboTke B HH(OPMAaLIMOHHOM
CUCTEME NePCOHAIbHbIX JaHHbIX.

YHuuTOXKEeHHe TMepCcoHANbHbIX JAAHHbIX — JEHCTBMS, B pe3yJibTare
KOTOPbIX CTAHOBUTCS HEBO3MOXHbIM BOCCTAHOBUTbL COJEpPX,AHHE MEpPCOHANbHbIX
NaHHbIX B HWH(OPMALMOHHOW CHUCTEME TMEpPCOHANbHbIX JaHHbIX W (HUIHU) B

pe3yJibTaT€ KOTOPbLIX YHUUTOXAIOTCA MATE€pHalIbHbIE HOCUTENIHU IMEPCOHAJIBHLIX

JaHHbIX.
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YTeuka (3amumaemoii) uHpopMaUHH MO TeXHHYECKHM KaHajlamM —
HEKOHTPOIMPYEMOE pacrpocTpaHeHHe HH(POPMaLMK OT HOCUTeNs 3allMLILaeMoi HHpop-
MaUWHK 4Yepe3 (PU3UYECKYIO cpelly A0 TEeXHMYECKOro CpeACTBa, OCYLUECTBIISIOLLEro
nepexsaT HH(pOpMaLUH.

Ya3BuUMocTb — €1ab0CTh B CPEICTBAX 3aLUMThI, KOTOPYIO MOXHO HCIOJIb30BaTh
JUISl HApYLLEHHs] CHCTEMbI WM COAEpXKaLLeics B Hell MH(pOpMaLMH.

LlesocTHOCTL MHpOPMaLHH — CNIOCOOHOCTb CPEACTBA BbIYUCIMTENILHON TEX-
HUKH WJIM aBTOMAaTH3UPOBAHHOM CUCTEMbI 0OeCreYnBaTh HEU3MEHHOCTb MH(OPMALIMK B

YCJIOBUSX CITyHalHOTO M/WITW NMpeiHaMEPEHHOTO UCKAXKEHHUS (pa3pyLLeHHs ).



OBO3HAYEHHUSA U COKPAILEHUSA

ABC — aHTHBHpYCHbIE CpeacTBa

APM — aBTOMaTH3MpOoBaHHOE padoyee MecTo

BTCC — BcnomorareibHble TeXHUYECKHE CPEeICTBA U CHCTEMbI
WCT1H — uHdopmaumoHHas cucTeMa nepcoHabHbIX JaHHbBIX
K3 — koHTponupyemas 30Ha

JIBC — nokasibHas BbIYMCIUTENbHAS CEThb

M?D — MexceTeBo#t SKpaH

HCJI — HecaHKUMOHHPOBaHHbIH 1OCTYT

OC - onepatiMoHHas cucTema

[1J1H — nepcoHasibHbIE NaHHbIE

[IMB — nporpammHo-MaTeMaTHUeCKOE BO3IEHCTBHE

[10 — nporpammHoe obecneyeHue

[TOMUH — noGouHble 371eKTpOMarHMTHbIE W3Ty4YEHHs! U HABOJAKH
CA3 — cucrema aHanM3a 3alHILEHHOCTH

C3U — cpenctsa 3aliMThl HHGOPMALIMH

C3I1/JH — cucreMa (noacucTeMa) 3allMThl MEPCOHATbHBIX TaHHbIX
COB - cucteMa o6HapyKeHH1sl BTOPXKEHHUH

TKY U — TexHuveckue kaHasbl yTeuku UH(pOpMaLMu

YbI1/1H — yrpo3bl 6e30nacHOCTH NepcoOHabHbIX AaHHbIX
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BBEJEHUE

Hactoswas [lonutuka wuHbopMauvoHHoi Oe3omnacHocTH (nanee —
[TonnTHka) B MyHMLMNANbHOM Ka3eHHOM yupexaeHUH «MHorogyHKUHOHaNIbHbINA
LEHTp MNpPeAOCTaBIE€HHUS TOCYAApCTBEHHbIX W MYHHUUMMNANIbHLIX YCIyr ropoaa
PocToB-Ha-lony» (nanee no tekcty — MKY «M®IL] ropoaa Poctosa-Ha-ony»),
ABJIETCS O(PHULHANBHBIM IOKYMEHTOM.

[Tonutka paszpaboraHa B COOTBETCTBMM C LENAMM, 3aAadamMHd H
NMPUHLMKIIAMU obecnedeHrs 0e30MacHOCTH NepPCOHabHbIX AAHHBIX U3JIOKEHHBIX B
[Tonoxenuu MH(pOpMaLHOHHON 6e30MacHoOCTH UCITH
MKY «M®I] ropona Poctosa-Ha-/loHy».

[lonutrka paspabotaHa B cOOTBETCTBUHU C TpeboBaHUAMH (DelepanbHOro
3akoHa oT 27 wuwonsa 2006 r. Ne 152-03 «O nepcoHalibHbIX OAaHHbIX», Ha
OCHOBaHHUU:

— Tlpukaz ®CTIK Poccuu ot 18 despans 2013 roma Ne 21 «O6
ytBepxkaeHuu CocTtaBa W COAEPKAHUS OpraHUM3alMOHHLIX W
TEXHUYECKHX Mep no obecneyeHU0 0€30MacHOCTHU NMEepCOHaNbHbIX
JaHHbIX NpH HUX o0OpaboTke B HH(OPMALMOHHBIX CHCTEMAaxX
NnepcoHalbHbIX JaHHbIXY,

— «TunoBbix TpeboBaHMII MO oOpraHuzauMd W 0DECMEeYEHHUIO
(QYHKUMOHUPOBAaHUSA  LIMPpPOBaNbHLIX  (KpUNTOrpadHUUecKHX)
CpPeiACTB, MpedHa3HauyeHHbIX IS 3alMTbl WHQOpMaLMHU, He
coAepxallled CBeAEHU, COCTABJISIOLUIMX FOCYAapCTBEHHYIO TalHy
B Cllyuae M3 MCMOJb30BaHUs 1isi obecneyeHuss Ge30nacHOCTH
MepCoHaNbHbIX AAHHbLIX NMpHU WX 00paboTke B MH(OPMALMOHHBIX
cucTemax MepCcoHaNbHbIX JaHHbIXY, YTBEP>KIAEHHbIX
pykoBoactBoM 8 Llentpa ®CBb Poccun 21.02.2008 r. No 149/6/6-
662.



B Ilonutuxe onpenenenst TpeboBaHusi k nepcoHany WCII[IH, cteneHb
OTBETCTBEHHOCTH  MepCOHana, CTPyKTypa W  HEOOXOAMMbIH  ypOBEHb
3aLIMLIEHHOCTH, CTaTyC W  JOJDKHOCTHble  00SI3aHHOCTH  COTPYIAHHMKOB,
OTBETCTBEHHbIX 3a obecrneueHre 6e30MacHOCTH nepcoHanbHbiX faHHblX B UCI1/H

MKY «M®L] ropoaa PoctoBa-Ha-loHy».
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1.06mue nosoxxeHus

Llenbto Hactosuwer [lonutuku, saBIseTrcs oOecriedeHWe Oe30MaCHOCTH
00bekToB 3awwnTel MKY «M®L] ropona PoctoBa-Ha-{loHy» OT BCceX BUIOB yrpos,
BHEUIHUX M BHYTPEHHHUX, YMBILWJIEHHbIX W HeENpeJlHaMEepPEeHHbIX, MUHUMH3aLHUs
yluiepba oT BO3MOXHOMH peanu3auuu yrpos 6esonacHoctu [1/In (YBITdH).

besonacHocTh nepcoHalbHbBIX JNaHHbIX JOCTHUIrAeTCs MyTEM HCKIIIOYEHHS
HECAaHKLIMOHUPOBAHHOI'0, B TOM YMCJIe Cly4yalHOro, JOCTyNa K MepCOHalbHbIM
JaHHBbIM, pe3yJIbTaTOM KOTOPOr0 MOXET CTaTb YHUYTOXEHWE, HU3MEHEHHE,
OJI0KMpOBaHUe, KONMKMPOBAHHE, paclpPOCTPAaHEHHE MEPCOHANbHbIX AaHHbIX, a TAKXe
HUHbIX HECAHKLIHOHUPOBAHHBIX JE€HCTBUN.

NHubopmauus v cBsizaHHblEe ¢ Hell pecypchbl JOMKHbI ObITb JOCTYMHbI IS
aBTOPHU30BaHHbIX Mojb3oBaTeNed. JloMKHO OCYLIECTBAATLCS CBOEBPEMEHHOE
obHapyxeHHe u pearupoBaHue Ha Y BI1/IH.

JlomKHO  OCylUecTBASATbCS  NpeAoTBpallleHWe NpEeAHAMEpPEHHbIX  HWIIH
Clly4alHbIX, YaCTHUUYHBIX WJIM MOJHbIX HECAHKLIMOHHPOBAHHBIX MOAMGUKALMI UK
YHUUTOXEHUS JaHHbIX.

CoctaB 00bekTOB 3alluTbl mnpeactaBieH B «llepeuHe nepcoHaNbHbIX
JIaHHbIX, MOANEXKALIKUX 3aLIUTEY.

Cocras UCI1/In noanexauiux 3auure, npeactasieH B «llepeune MCITOn».
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2.00/1a¢Tb AClHCcTBHSA
TpeboBanus Hacrtoswed [lonUTHKM  pacnpocTpaHSOTCS  Ha  BCeX

cotpyaHukoB MKY «M®L| ropona PoctoBa-Ha-/loHY» (WITaTHbIX, BPEMEHHbBIX,
paboTaIIKMX MO KOHTPAKTY M T.M.), @ TaKKe€ BCEX MPOYUX JUL (MOAPSIAYHKH,

ayJIMTOpBbI U T.I.).



Cucrema

OCHOBAHHWH.
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3.Cuctema 3alIMThl NEPCOHAJBHbBIX JAHHBIX
3allMThl nepcoHanbHbix nAaHHbIX (C3[1[JH), cTpouTcs Ha

HUtorosoro otyera 06 o6cnenosanuu UCI1/H;

Otyera o0 pe3ynbTaTax MNpoOBeACHUS BHYTPEHHEH MpPOBEPKH
3alnThl [10H Ha OymaXcHbIX HOCHTENAX.

[lepeuns nepcoHanbHbIX JaHHbIX, NOANEXKALIMX 3ALIMTE;

AxTa knaccudukauuv UHGOPMALMOHHON CUCTEMb] MEPCOHAbHBIX
JAHHBIX;

Mogaenu yrpo3 6€30MacHOCTH NepcoHaNbHbIX AaHHbIX;

Matpuibl JocTyna noJjib3oBarenei K 3alU1LIAEMbIM
uHpopmalMoHHbIM pecypcam UCIT/H;

PykoBonsawmx nokymentoB ®CTIK Poccuu u ®Ch Poccuu.

Ha ocHoBaHMM 3TUX NOKYMEHTOB omnpejaensercs HeoOXOAMMbIH YPOBEHb

3awmweHHocty 110 kaxnont UCI1Jn MKY «M®L] ropoaa PocTtoBa-Ha-/{oHy».

Ha ocHoBaHuMM aHanu3a akTyalbHbIX yrpo3 OesonacHoctd [1/lH onucaHHoOro B

Monpenu yrpos, na€nac€tcsa 3aKJlIl4YeHHUE O HEOOXOAMMOCTH HMCII0JIb30BaHUS

TEXHUUCCKHUX CpeaACTB W OpraHHU3alilMOHHLIX MGpOI‘[pl/IHTI/Iﬁ s obecrieyeHus

oesonacHoctu [1/IH. BbibpaHHble HeoOXoauMble MEPOMPUATUS OTpa)caloTcs B

«I1nane meponpusatuii no odecneyeHutro 3amuTbl [11H.

Hns UCITIH nomkeH ObITb cOCTaBNIEH CMTUCOK MCMOJb3YEeMbIX TEXHHUUECKHX

cpeacts 3awMThl (nanee - Cnucok), a Tak e MporpaMMHoOro obdecrneyeHus

yuacTBytolero B obpadotke [1/1H, Ha Bcex anemenTax UCI1/IH:

APM nonb3oBareneit;

Cepsepa NpUI0XKeHUI;

CVYBJ;

['pannua JIBC;

KananoB mnepegau B ceTH o0Ollero nojb3oBaHus U (UIH)

MeXAyHapoaHOro obMeHa, ecjiv no HUM nepenarotcs [1/1H.
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B 3aBucuMocTu oT yposHs 3awuiieHHocth UCII/IH U akTyanbHbIX yrpos,

C3I1/1H MoxeT BKItO4ATh CllefytoLIMe TeXHHYECKHE CpeaCTBa:

Tak xe

aHTUBUPYCHbIE CpeAcTBa A5l padouMX CTaHUMH Mosib3oBaTesled U
CEepBEpPOB;

CpeNCTBa MEXCETEBOro 3KPaHUPOBAaHHS;

cpeacTBa Kpunrtorpaduueckod 3awuMThl  HMHGOPMaUHUH, NPH
nepejaye 3aliuiiaeMoi HHGopMaLKMK MO KaHallaM CBS3H.

B CIIHCOK JOJI’KHbI ObITb  BKJIFOYEHBI (l)yHKLIHI/l 3allHThI,

obOecrieyrBaeMble IUTATHLIMH cpeacTBaMH o00paboTkud [1/IH onepauHOHHBIMH

CUcTteMaMu

(OC), npuknagHeiMm [1O W cneuuanbHbIMM  KOMIUIEKCAMH,

pe€aju3yrOllluMH CpE€ACTBA 3aLLIUThHI. Cnucok beHKLIPlﬁ 3allUTbl MOXET BKITKOYATL!:

Cnucok

MEepOTpPUATHH

ynpaBlieHHe W pa3rpaHUyYeHHUe LOCTyMNa Mojib30BaTesen;
perucTpaLHmIo U yueT f1eficTBUH ¢ HHpopMaLHei;

obecrnevynBaTh UEJIOCTHOCTb AAHHbIX;

MPOU3BOAUTL OOHAPYKEHUN BTOPXKEHH.

MCIMOJIb3YEMbIX TEXHHYEeCKHMX CcpeAcTB oTpaxaercs B «[lnane

no obecrneyeHUuto 3alllMTbl MEPCOHAJIbHLIX JAaHHbIX». Cnucok

HCITIOJIb3YEMDbIX CPEACTB AOJIKCH NMOAACPXHUBATLCA B aKTyaJlbHOM COCTOSAHHH. an

M3MEHEHHH COCTaBa TEXHHYECKUX CpeAcTB 3awuThl Wiau 3naemeHToB WCII[H,

COOTBETCTBYKOILLIHUEC U3MCHCHHSA OOJIXKHBI ObITb BHeceHbl B CMUCOK M YTBEPIKACHDI

Ha4vaJlbLHUKOM

MKY  «M®L ropona PocroBa-na-/loHy» wnu  snuuoM,

OTBETCTBEHHbIM 3a obecrneyeHue 3auuThl [1/1H.
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4. Tpe6oBanus k noacucremam C3I1/In
C3I1/1H BkatoyaeT B ceds cneayrouide noACUCTEMbI:

— YMpaBJE€HHUS NOCTYMOM, PEFUCTPALMHU U YUETA;
— ofecrneyeHHs UeNOCTHOCTH U 1OCTYNHOCTH;
— AHTUBUPYCHOM 3aLLUTHI;
— MEXCETEeBOro 3KpaHUpPOBaAHHS;
— aHanu3a 3allMILEeHHOCTH;
— o0OHapy)XeHUsl BTOPXEHHIA;
— Kpunrorpaduueckoi 3aUIUThI.

[Toncucremsr C3I1IH MMeIOT pa3nuuHbIA (PyHKLHOHAN B 3aBUCHMMOCTH OT
knacca MCII[JH, onpeneneHHOro B «AKTe kiacCUpUKaUUH WH(OPMALHUOHHOM
CUCTEMbl NMEPCOHANbHbIX NaHHbIX». CNHUCOK COOTBETCTBHUS ()YHKUMH MOACUCTEM
C3I1JH knaccy 3auIMIIEHHOCTH TMpeACTaBleH B TEXHUYECKOM 3aJaHWuu MO0
CO3JaHMIO  CUCTEMbl 3aUlMTbl HWH(OpMAUMKM HHPOPMALMOHHOW  CHUCTEMBI
MnepcoHaNbHbIX AaHHbIX.

[ToacucTeMbl YIIpaBJE€HUSA JOCTYIIOM, pErMCTpalH U YYETA

[Togcucrema yhnpaBJ€HUA JOCTYIIOM, pEruCTpalld H ydye€Ta MNpeaHa3Ha4y€Ha

AJ1S1 peanv3auuu cienyromwnux QyHKUUn:

UIeHTHGUKAUKMK U NpOBEpKa MOIJMHHOCTH CYOBEKTOB [OCTyMNa

npu Bxone B UCI1/H;

— uAeHTUdHKAUMU TEepPMHUHAJIOB, Y3JIOB CETH, KaHaloB CBS3H,
BHELLHUX YCTPOUCTB MO JIOTHYECKUM UMEHAM;

— uaeHTUdHUKAUUKU NporpaMM, TOMOB, KaTanoros, (ainos, 3anuce,
noJjiey 3anucei o UMeHawm;

— perucrpaumMu BxoAa (Bblxoda) cyObEKTOB AOCTyNa B CUCTEMY (M3
CUCTEMBI), JHUOO peructpauus 3arpy3kd W HWHHLMAIHW3AUMUH
OMnepaLMOHHON CUCTEMbI U €€ OCTAaHOBA.

— PperucTpauMu  MOMbITOK  AOCTyNMa  MNpPOrpaMMHBbIX  CPEACTB

(nporpamm, NpoLECCOB, 3aay, 3aJJaHHil) K 3aliMuiaeMbIiM danaam;
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— PerucTpauMM TMOMbITOK [JOCTyna MpOrpaMMHbIX CpPeACTB K
TepMHHanaM, KaHajlaMm CBsi3M, NporpammaM, TOMam, Kartajaoram,
daiinam, 3anucsam, MoisiM 3arnucen.

[Toncucrema ynpaBneHUs JOCTYNOM MOXKET ObITh peajvM30BaHa C MOMOLIbIO
LWITAaTHbIX cpeAcTB 00paboTku [IJIH (onepauMOHHbIX CHUCTEM, MPUIIOKEHUH U
CYbBJl). Tak xxe MoxeT ObITb BHEIPEHO CIEelHalbHOE TEXHHUYECKOe CPEACTBO WIIH
MX KOMIUIEKC OCYLIECTBJISIOLINE JOMOJHUTENIbHbIE Mepbl MO ayTeHTH(PUKALMU H
KOHTpoJito. Hanpumep, npuMeHeHWe eOMHBIX XpaHWJIMLL YYETHbIX 3alMucert
noJib3oBaresei u perucTpaluMoOHHOM UHbOopMaLKH, MCIOJIb30BaHHE
OMOMETPUUECKUX M TeXHUUYECKUX (C MOMOILIbI 3JEKTPOHHbIX MPOMYCKOB) MeEp

ayTeHTU(hUKALUU U APYTUX.

[loacucteMa obecneyeHHUsl LENOCTHOCTH U AOCTYTHOCTH

[Toncucrema obecnevueHUss LEIOCTHOCTH M JOCTYMHOCTH MpeJHa3HauyeHa
Ans  obecriedyeHUst LENOCTHOCTH M goctynHoctd [1JIH, mnporpamMMHbIX W
annapatHeix cpeacts MCINAH MKY «M®1] ropoaa PoctoBa-Ha-/lony», a Tak xe
CPEACTB 3alllUTbl, MPH Cy4alHOW WJIK HAMEPEHHON MOAM(DHUKALIMH.

[loncucrema peanusyercss ¢ MOMOLIBIO  OpraHM3alMM  PE3EpBHOIO
KOMUpoBaHUs oOpabarbiBaeMbIX AAHHbIX, @ TaK e pe3epBUPOBAHHUEM KIIHOYEBBIX
sanemeHToB UCTI/IH.

[Toacucrema aHTUBHUPYCHOM 3aLLIMThI

[loacuctema aHTUBMPYCHOUW 3alllMThl NpeaHA3HaueHa s obecrevyeHUs

aHTHUBUPYCHOHW 3awnThl cepBepoB U APM nonb3zoBareneit UCI1Iln MKY «MOL]

ropoaa PoctoBa-Ha-JloHy».
Cpeactsa  aHTMBUPYCHOH 3allMTbl MpeAHA3Ha4YeHbl Ui  peaiu3aluy
crenyrommnx GyHKUHM:
— pe3UIEeHTHbIH aHTUBUPYCHbI MOHUTOPHHT;
— AHTHBUPYCHOE CKaHUPOBAHMUE;

— CKpHUNT-0JIOKMpOBaHHUE;
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— LEHTpaJU30BaHHYIO/yAaNeHHYIO YCTaHOBKY/Ie UHCTAJISALIHIO
AHTUBUPYCHOTO MPOAYKTa, HACTPOHKY, aAMHUHHUCTPUpPOBAHHUE,
NPOCMOTP OTYETOB M CTaTUCTUUeckod WHpopmauuu no pabdorte
NpOaYKTa;

— aBTOMAaTHU3UpPOBAHHOE OOHOBJIEHHWE aHTUBUPYCHBIX 0a3;

— oOrpaHWYeHHe TMpaB Io0Jib30BaTeNid Ha OCTAHOBKY MCIOJHAEMbIX
3alad M MW3MEHEHHUS HaCTPOEK AaHTUBUPYCHOrO MPOrpaMMHOr0
oOecrieyeHus;

— QaBTOMAaTHYECKWH 3amyck cpa3y Mnocjie 3arpy3kud ornepaluoHHOH
CUCTEMBI.

[Toacucrema peanusyercs nyTeM BHEAPEHUs CMELMATIbHOMO aHTUBUPYCHOTO

nporpaMMHoro obecrneveHus Ha Bce anemeHTbl UCITH.

ﬂoncnm‘eMa MECKCETEBOI0 3KpaHUpPOBAHUA

[Toacuctema MexceTeBOro sKpaHMpoBaHUs MpelHa3HaueHa A peann3auunn
caenyromux GyHKUHN:

— (uabTpauMu oTkpbiTOro M 3aiMdpoBaHHOro (3akpeitoro) IP-
Tpacduka,;

— (uKcalUHH BO BHYTPEHHHUX XYpHanaxX HH(GOpMALHMU O MPOXOAiLLEM
OTKpPbITOM H 3aKkpbiToM IP-Tpaduke;

— uIaeHTU(HKaALUK u ayTeHTU(DHKALUUIO aAMUHHCTpaATOpa
MEXXCETEBOr0 3KpaHa MpH €ro JIOKaJlbHbIX 3apocax Ha A0CTYT;

— PperucTpauMd BxojAa (BbIx0/Ja) aJAMHHUCTpaTOopa MeXCEeTeBOro
3KpaHa B chucTeMy (M3 cucTeMbl) 100 3arpy3ku M HHULIMATW3ALUH
CHUCTEMBI M €€ NPOrpaMMHOI0 OCTaHOBA;

— KOHTpOJIS LEJOCTHOCTH CBOEH mporpaMmHo# U HHGOpMALMOHHOH
4acTH;

— GuIbTpalUMK NakeToB CHYXeOHbIX MPOTOKOJIOB, CIYXALUX i

JMarHoCTUKH M yrpaBJjieHUs pabOTON CETEBbIX YCTPOMICTB;
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P

— ¢GuUIbTpalMM C YYETOM BXOAHOTO M BBIXOJHOrO CETEBOTO
HHTepdeiica Kak CpelcTBO MPOBEPKM MNOJJIMHHOCTH CETEBbIX
aJpecos;

— PperucTpalMM W ydeTa 3anpaliMBaeMblX CEPBHUCOB MPHKJALHOIO
YPOBHS;

— OnOKMpOBaHUS AOCTyNa HEUIEHTHPUUMPOBAHHOrO OOBEKTA MM
CyObeKTa, MOMJIMHHOCTb KOTOpPOro npH ayTeHTH(dHUKAUUU He
MOATBEpAMACcCh, METOAMH, YCTOMUYMBBIMH K [1epexBary;

— KOHTpOJIA 3a CETEBON aKTUBHOCTBIO MPHUIIOKEHHH U OOHApYXEHHA
CeTEBbIX aTakK.

[loncucrema  peanusyercs BHEIpEHHEM MpOrpaMMHO-annaparHbiX
KOMILJIEKCOB M@XCETEBOI0 IKpaHUpoBaHHUs Ha rpanuue JIBC, kiaccom He HUxe 4.

[loacucTeMa aHanuM3a 3aUMIIEHHOCTH

[loncuctema aHanu3a 3alUMILIEHHOCTH, NOJKHA oOecrneynBaTh BbISIBJIEHHUS
YySI3BUMOCTEH, cBsizaHHbIX ¢ olwnOkamMu B koHburypauuu 110 UCITH, koTopble
MOTYT ObITb UCMOJIb30BaHbl HAPYLUWTENEM JUUIs pealn3allu aTaku Ha CUCTEMY.

@®yHKUMOHAI MOACUCTEMbI MOXET ObIThb peasn30BaH MPOrpaMMHBIMU H
NporpaMMHO-annapaTHbIMH CpeCTBaMHU.

[loacuctema O6HaDV)KeHHﬂ BTODPXEHHUH

[Toncucrema obHapyxeHUs BTOPXKEHHWH, NOKHA o0ecrneyruBaTh BbIsIBIEHHE
ceTeBblX artak Ha 23jemeHThl MCII[JH noakiloueHHble K ceTsM obuiero
MMOJIb30BaHHUA U (MJIM) MEXAYHApoAHOro obmeHa.

DyHKUHOHAN MOACUCTEMbl MOXET ObIThb peaju30BaH MPOrpaMMHLIMH U

NnporpaMMHoO-annapaTtHbIMH CpeaACTBaAMMU.
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nOﬂ,CI/lCTeMa KDI/IHTOFDEId)I/I"IeCKOﬁ 3allHThbI

[Moncucrema kpunrtorpaduyeckoi 3aliUThl NpeAHa3HAYeHa AJIs UCKIIOUYEHUS
HCJ x 3awmiaemoit uudopmaunu B UCIAn MKY «MO®II ropoaa PocTtosa-Ha-
JloHy», Mpu ee nepefadyu Mo KaHajaMm CBs3W ceTel oOLIero nosnb3oBaHUs U (KJH)
MEeXyHapoJHOro oOMeHa.

[loncucrema peanusyercs BHEAPEHUS KPUNTOrpadUUECKUX MPOrpaMMHO-

arnnapaTHbIX KOMIIJICKCOB.



S.11oab3oBateau UCIIAn
B Tlonoxennn uHpopmauvoHHOH OGe30MacHOCTH onpedesieHbl OCHOBHbIE

KaTeropuu rmnojb3oBarejieh. Ha ocHOBaHMM 3THUX KaTeropuu JojxHa ObITb
npousBeaeHa TUNU3auMs noJsib3oBateneit WCII[H, onpegeneH HX YypoBeHb
JOCTyNa U BO3MOXHOCTH.

B UCIIAn MKY «M®L] ropona PocroBa-na-/loHy» MOXHO BbIAEIHTb
cieAylolMe TpyNnbl MOJb30BaTeNeH, y4acTBYIOLIMX B 00paboTke M XpaHEHWH
[TH:

— Apmunuctparopa UCI1dH;
— AIMUHHUCTpaTopa 0€30MacHOCTH;
— Onepatopa APM,;

JaHHble 0 rpynmax nosb3oBaTensix, YpOBHE HMX JOCTyna W
MH(POPMHPOBAHHOCTH IOJKEH ObITh OTpaxkeH B MaTpulie A0CTyna noJib3oBaTeen
K 3allMLIAaEMbIM HH(POPMALIHOHHBIM PeCypCOB.

Anmunuctpatop UCITdu

Anmunuctparop UCIIAH, cotpynuuk MKY «MO®Ll ropona Pocrosa-Ha-
JloHy», OTBETCTBEHHbIH 3a HacTpoiKy, BHeapeHue u conpoBoxaeHue MCII[H.
Ob6ecneunBaer HyHKUMOHHpOBaHUE MoAcHcTeMbl ynpasineHus poctynom MCIIdn
M YMOJHOMOYEH OCYLUECTBIATL MpPEAOCTaBJIEHHE M pa3rpaHMyYeHHE [NOCTyna
KoHeyHoro mnonb3oBatens (Onepatopa APM) k a3neMeHTam  XpaHSLLWM
repcoHallbHble IaHHbIE.

Anmunuctpatrop MCIIH o6napaeT cienylolwudM YpoBHEM J0CTyNna H
3HaHUH:

— obOnapaer nonHod WHQopmalMed O CUCTEMHOM W MPHUKIALHOM
nporpamMmmHom obecrneueHun UCI1/H;

— obsagaetr noJiHOH MH(OpMaLHed O TeXHHYECKHMX CpPeNCTBaX W
koH¢urypauuu MCI1/1H;

— HWMeeT JOCTYyNn KO BCEM TEXHHYECKMM cpeactBaM o00paboTkH

uHpopmaimu 1 naiubiM UCTT/1H;
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obnagaetr npaBaMM KOH(DUIrypUpOBaHWS M aIAMHUHHCTPAaTHBHOM

HacTpoiiku TexHuueckux cpeacts MCIT/IH.

AIMHHUCTpPATOP 0©e30MacHOCTH

AnmMuHHUcTpatop 6e3onacHocTH, coTpyaHuk MKY «MO®L] ropona PocToBa-

Ha-/loHY», OTBeTCTBEHHbIH 3a dbyHkunonuposanne C3I1/AH, Bkitouas

oOciy>)xMBaHWE M HACTPOHWKY aJMHHUCTPAaTMBHOM, CEpBEPHOM M KJIMEHTCKOW

KOMIIOHCHT.

A,ﬂMHHHCTpaTOP Oe3onacHocTH obagaer cjleayrolUiiM YpPOBHEM AOCTYIIA H

3HAHUH;

obnanaer npaBamu Aamunuctpatopa UCI1/H;

obnanaet nonHoit uHpopmauueit 06 UCI11H;

MMeeT JOCTyln K CpeAcTBaM  3allUThl  HMHPOpPMALMH M
NPOTOKOJUPOBAHUS U K HacTH KitoueBbix dneMeHToB UCTT/IH;

He HMeeT MpaB MAOCTyNa K KOH(DUIYpUPOBAHUIO TEXHHUYECKHX

CpeACTB CE€TH 3a UCKIIOYEHHEM KOHTPOJIbHBIX (I/lHCﬂeKuI/lOHHbIX).

AaMuHucTpaTop 6€30MacHOCTH YOJHOMOUEH:

peann30BbIBaTh MOJUMTHKM 0€30MacHOCTH B YaCTH HACTPOHKH
CK3H, mexceTeBbIX 3KpaHOB M CHCTeM OOHapyXeHUs arak, B
COOTBETCTBHUH € KOTOpbIMHM Mofb3oBaTenb (Onepatop APM)
oJiy4aeT BO3MOXHOCTb padoTath ¢ 3snemeHTamu UCTI/IH;

OCYLWECTBJIATL ayAUT CPEACTB 3aLLUThI;

Onepatop APM

Onepatop APM, corpyauk MKY «M®L] ropoaa Poctosa-na-/loHy»,

ocyuiecTBistowui obpaborky I1/lH. O6pabotka [1/lH BkItOYaeT: BO3MOXKHOCTh

npocmortpa [1/1n, pyunoit BBoa IT/JH B cuctemy UCTI/IH, dopmupoBaHHe cripaBoK
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M otyeToB no wuHdpopmauuu, nonyuyeHHod u3 MCIIJl. Onepartop He umeer
MOJIHOMOYMH 715 ynpaBlieHUs nojacucremamu odpadotku aaHHeix U C3I1/1H.
Onepatop UCI1/IH o6nanaeT ciienyoliuM ypoBHEM AOCTYyNa U 3HAHUH:

— obnagaeT BceMdM HeoOXOOAMMbIMH  aTpubyTamu  (Hanpumep,
naposnem), obecneyMBalOIUMK  JOCTYIl K  HEKOTOPOMY
noamHoxecTtsy I1/]H;

— pacnoJiaraeT KOH(QUAEHUHATbHLIMK J@HHBIMH, K KOTOPbIM HMMEET

JIOCTYII.



6.TpeboBanun K nepcoHany no odbecneveruto 3amutol [11n
Bce corpynnuku MKY «M®L] ropoaa Pocrosa-Ha-/{oHy», sBiasitoLHecs

nonp3oBatenssmMu  MCITJJH, nomxHbI 4YeTko 3HaTb M CTPOro  BLIMOJHSATD
YyCTaHOBJIEHHbIE MpaBUJIa U 00SI3aHHOCTH MO JOCTYIY K 3alllUllaeMbIM 0O0ObEKTaM U
COOJIIOAEHHIO TPUHATOrO pexxuMa 6e3onacHocTH [1/1H.

[lpy BCTynneHWH B AOMKHOCTb HOBOTO COTPYJHHKAa HEMNOCPEACTBEHHbIM
HayaJlbHUK [OAPA3/EIIEHUs, B KOTOPOE OH MOCTYyMaeT, 00si3aH OpraHW30BaThb €ro
O3HAKOMJIEHHE C JOJKHOCTHOM WHCTpYKUMEH U HEOOXONHMMBIMU JOKYMEHTAMH,
periaMeHTHpYyoLlUMU TpeboBaHus no 3awute [1/1H, a Takke 0oOyyeHHe HaBbIKaM
BbIIOJIHEHUS POLEAYP, HEOOXOAUMbIX [1JI1 CAHKIIMOHMPOBAHHOIO UCIOJIL30BAHMS
NUCT1H.

CoTpyAHUK [OMKEH ObITb O03HAKOMJIEH CO CBEIEHUSMH HACTOALLEH
[MonutHku, npuHaTeiX npouenyp padoTsl ¢ anementamu UCT1An u C3I1/H.

Cotpyanukn MKY «M®Ll ropoma PoctoBa-Ha-/loHY», HCNOb3YIOLLHKE
TEXHUYECKHUE CpeACTBAa ayTeHTU(HKALMUHU, AOJKHbI oOecrneynBaTb COXPAHHOCTD
MIEHTHU(PUKATOPOB (3MEKTPOHHBbIX Kitover) u He nonyckats HCJI k HuM, a Tak xe
BO3MOXHOCTb MUX YTEpPU WJIM HUCMNOJIL30BAHUS TpEeTbUMH svuaMHu. [lonab3oBarenu
HECYT NEPCOHANbHYI OTBETCTBEHHOCTb 32 COXPAHHOCTb UAEHTU(HUKATOPOB.

Cotpyanukn MKY «M®L] ropona PoctoBa-Ha-/{oHy» AOMKHBI ClIe0BaTh
YCTaHOBJIEHHbIM [MpoUeAypaM MojaepxkaHus pexuma OeszonacHocty TIJIH npwu
BbIOOpE M HCIOJIb30BAaHWW MapoJsied (ecii He HWCMNOJb3YITCS TEeXHHYECKHE
CpeAcTBa ayTeHTU(DUKALHUH).

Cotpynnukn MKY  «M®Ll ropona PoctoBa-Ha-/loHY»  HOJIXKHbI
obecnieyuBaTh HaAJEXALLYH 3alIMUTYy 0OOpyHOBaHUs, oOcTaBiseMoro 0Oe3
NMPpUCMOTpa, OCOOEHHO B TexX cayyasX, KOrja B MOMELUEHHWE HMEKT AO0CTYMN
NMOCTOPOHHME JsMua. Bce nonb3oBaTtenu [O0MkKHBI 3HaTh TpeOOBaHUA MO
6ezonacHoctd I1JIH ¥ npouenypbl 3aliMThl 06OpyAOBaHHs, OCTaBJeHHOro 6e3

[IpUCMOTPpA, @ TAKXE CBOH 00513aHHOCTH M0 00eCNeYeHHUIO TaKOH 3aLLUTHI.
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CoTpynHukaMm 3ampelliaeTcs yCTaHABAMBaTh MOCTOPOHHEE MPOrpaMMHOE
obecrnieueHue, MOAKIOHATh JIHUHbIE MOOHMIIbHbIE YCTPOHCTBA M HOCHTENM
HH(pOpMAaLIHK, a TaK e 3aNUChIBaTh HA HHUX 3alLMILAEMYIO HH()OPMALIHMIO.

CoTpynHukam 3anpellaeTcs pasrjaiarh 3allMLIaeMyld0  HHGOPMaLMIO,
KOTOpasi CTajla UM H3BECTHAa MNpHU paboTe ¢ HHPOPMALHUOHHBLIMH CHCTEMaMH
MKY «M®L] ropoaa PocToBa-Ha-loHy», TPETbUM JIMLAM.

[1pu pa6ore ¢ [1/1n B UCI1QH cotpynHuku MKY «M®L] ropoaa PoctoBa-
Ha-/loHy» 00s3aHbl obecrneyduTb OTCYTCTBHE BO3MOXHOCTU mnpocMmoTpa [1/IH
TPETbUMH JIMLLIAMU C MOHUTOPOB APM uiu TepMuHanos.

[Tpu 3aBepwieHuu padotsl ¢ UCII[IH coTpyaHuku oOsi3aHbl 3aliMTUTE APM
WJIK TEPMHHAJIbI C TOMOLLbLIO OJTOKHUPOBKH KJIKHOUOM WJIM IKBHBAJIEHTHOI'O CPEACTBA
KOHTpPOJISl, Hanpumep, IOCTYNOM [0 MapoJito, €CJii He HCMoNb3yloTcs Oosee
CHJIbHbIE CPEACTBA 3aLUMUThI.

CotpyaHukn MKY «MO®L] ropona PoctoBa-Ha-JloHY» [dOJMKHBI ObITb
npouHpopMUpoBaHbl 00 yrposzax HapyuleHus pexuma OesonacHoctd [I[H W
OTBETCTBEHHOCTM 3a ero HapyueHhe. OHH [OJKHbI ObITb O3HAKOMJIEHBI C
YTBEpPXIAEHHOH  (opMallbHOM  MpoueAypOl  HAJOXKEHUs  AWMCLHIUIMHAPHBIX
B3bICKAHHUH Ha COTPYIHUKOB, KOTOpble HapYWMJIU [pPUHATbIE TMOJUTUKY H
npouenyps! 6e3onacHoctu [1J1H.

CoTpynHuku o0s13aHbl 6€3 npomMeaeH s coodlaTh 000 Bcex HabnaaeMbIX
WK MOAO03pUTeNbHbIX chyudasx pabotsl MCII/IH, Morywmx nosieub 3a coboi
yrpo3bl 6e3onacHoctd [IJlH, a Takxxe O BbISBJIEHHbIX HWMH COOBITHSX,
3aTparuBatroluux Oe3onacHocTh [1/1H, pykoBOACTBY mMoapasaeleHuss W JIULY,

OTBEYAIOLIEMY 3a HEMEUIEHHOE pearipoBaHUe Ha yrpo3bl 6e3onacHocTH [1/1H.



JlonkHocTHbIe 00s13aHHOCTH nogab3oBaTteseil MCIT/In
HomxHocTHble ofsizaHHOCTH  noab3oBatened  WMCIIJIH onucaHbl B

CIeAYIOUIMX JOKYMEHTax:
— HWHcTtpykuus anmuHuctparopa UCI1/IH;
— WHcTpykuusa anmuHucTparopa 6ezonacHoctd UCIT/IH;
— WHctpykuus nons3oBatens MCIT/H;

- I/IHCprKLll/lﬂ nojb3oBaTeyids NMpH BO3HUKHOBCHHHW BHELITATHDLIX

CHUTYyaLIMH;

OTBeTCTBEHHOCTHb COTPYAHHKOB
B cooTtBercTBUM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit Penepauuu

ot 27 vrons 2006 r. Ne 152-®03 «O nepcoHanbHbIX JaHHbIX» JIMLA, BHUHOBHbIE B
HapyuwieHuH TpeboBaHWH naHHoro MdeaepajlbHOro 3aKOHA, HECYT IPaXKAAHCKYIO,
YyrOJOBHYI0, aAMHUHUCTPATUBHYIO, AUCUMUIUIMHAPHYIO W HHYIO NPEeAYCMOTPEHHYIO
3aKOHOAaTeNnbCTBOM Poccuiickoit denepaunu 0TBETCTBEHHOCTD.

JleiicTBytoulee 3akoHoAaTenbCTBO P® no3BoseT npenbsBasTh TpeOOBaHMS
no obecneyeHUto Oe3zonacHoi paboThl ¢ 3allMulaeMoOd HWHpopMauueHd U
NnpeaycMaTpUBaeT OTBETCTBEHHOCTb 3a HAapylUIeHWE YCTAHOBJIEHHbIX TNpPaBHII
sKkcrayatauuu IBM u cuctem, HenpaBoMEpHbIH TOCTYN K MHGOPMaLMU, €CIH 3TH
JEHWCTBUs NPUBEJIM K YHHUYTOXEHHIO0, OJIOKUpOBaHHUIO, MOAU(HUKALMKH HHPOPMALIMU
WJIK HapyuieHUo paboTbl IBM unu ceteit (ctatbu 272,273 1 274 YK PO).

Aamunucrparop MCIIJJH wu  aaMuHucTpatop 0€30MacHOCTH  HECyT
OTBETCTBEHHOCTb 3a BCE ACHCTBUS, COBEpPLIEHHbIE OT UMEHU UX YUYETHbIX 3anucei
WJIM  CHUCTEMHbIX  Y4YeTHbIX  3amuceil, ecid  He  gokazaH  (akT
HECAaHKLIHOHUPOBAHHOTO UCIMOJb30BaHHMsl YYETHBIX 3aMUCEH.

[1pu HapyweHusx cotpynHukaMu MKY «M®IL] ropona PoctoBa-Ha-/{oHy»
— nonb3oBareneil UCI1Au npaBui, cBsizaHHbIX ¢ O6e3omnacHocTbio [1JIH, OHM HeCcyT
OTBETCTBEHHOCTb, YCTaHOBJIEHHYIO NeHCTBYIOUIUM 3aKOHO/JaTe/IbCTBOM

Pocculickoit depepaumu.
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[IpuBeneHHble Bbille TpeOoOBaHMS HOPMATHBHBLIX NOKYMEHTOB MO 3allMTE
MH(OPMALIMKM AOJXKHBI ObITb OTpakeHbl B IloNOXEHHSX O Moapa3aeeHUsaX
MKY «M®L] ropona PocroBa-Ha-J{oHy», ocyuiecTiastonux obpadortky [1]H B
WUCIT[IH ¥ AOMKXHOCTHBIX MHCTpyKUMsAX coTpyaHukoB MKY «MO®L| ropona
PocTtoBa-Ha-/loHy».

Heob6xonunmo BHECTH B [lonoxeHnus 0 noapasaeaeHUsax
MKY «M®L] ropona PoctoBa-Ha-JloHy», ocylecTBastomnx obpaborky [1IH B
HCI1In cBeneHus 006 OTBETCTBEHHOCTH WX PYKOBOAMTENEH M COTPYAHHKOB 32
pasrialieHde M HECaHKUHMOHHUPOBAHHYK  MOAM(HUKALUUIO  (MCKaxeHHe,
panbcupukaumio) I1/IH, a Takxke 3a HeNpaBOMepHOe BMeLLATeNbCTBO B MPOLECCHI

MX aBTOMAaTH3UPOBAHHON 00pabOTKH.
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7.CnNUCOK HCNMOJIL30BAHHBIX HCTOYHHKOB

OcHOBHBIMH HOPMATHBHO-NPABOBBLIMU U METOAHYECKUMH TOKYMEHTAMH,
Ha KOTOpbIX 6asupyercs HacTosias [loauTHka, ABASIOTCH:
Denepanbubli 3akoH ot 27.07.2006 r. Ne 152-d3 «O nepcoHalbHbIX
JaHHbIX» (nanee — @3 «O nepcoHanbHbIX [AaHHBIX»), YCTaHaBJIHWBAIOLIUH
OCHOBHbIE€ MNpPUHUMNBLI K YyciaoBus obpabotrku [1[lH, npaBa, 00A3aHHOCTH U

OTBETCTBEHHOCTb YHYAaCTHUKOB OTHOLIEHUH, CBSi3aHHbIX ¢ oOpaboTkoi T1/1H.

«TpeboBaHus K 3alMTe MepcoHalbHbIX JaHHbIX NMpH HX 00paboTke B
MHPOPMALMOHHBIX  CHUCTEMax  TMepCOHAJbHbIX  JaHHBIX»,  YTBEPXIEHHOE

[TocranoBnenuem IpaButensctea PO ot 01.11.2012 1. Ne 1119.

«llonoxxenne 00 ocobeHHOCTAX 00pabOTKH MEpCOHaNbHbIX JaHHbIX,
OCYLLUECTBJIsIEMON 0€3 HCMOJb30BaHUS CPEACTB aBTOMAaTH3aLMH», YTBEPXKAEHHOE

Iloctanosnenuem [NpaButensctBa PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K MaTepHasbHbIM HOCHUTEJISAM OMOMeTpUUYECKHX
MEPCOHANbHbIX [JAaHHbIX W TEXHOJIOTMSIM XPaHEHUs TaKWMX JaHHbIX BHE
MHOOPMALIMOHHBIX ~ CUCTEM  MEpPCOHANbHbIX  AAHHBIX»,  YTBEPXKACHHbIE

ITocraHoBneHnuem IlpaButensctea PO ot 06.07.2008 r. No 512.

HopMmaTtuBHo-MeToauueckue aokyMeHTbl DenepanbHodt  cinyxObl MO
TEXHHYECKOMY MW DKCMEepTHOMY KOHTpoJito Poccuiickoi Penepauuu (nanee -

OCTDK Poccuu) no obecneueHuto OeszonacHoctd [1JH npu ux oGpaGoTke B
UCTTH:

basoBas mogenb yrpo3 6e3onacHOCTH MepCOHabHBbIX JAHHBIX MPH HX
00paboTke B HMH(OPMALMOHHBIX CHCTEMAaX [EPCOHANbHbIX JaHHBIX, YTB. 3am.

nupekropa ®CTIK Poccun 15.02.08 r.






