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ONPEAEJIEHUA

B HacToAwemM OOKYMEHTE MWCMONB3YIOTCA CAEAYIOUIME TEPMHUHBI M UX
ONpeneseHus.

ABTOMATH3UPOBAHHASIE CHCTEMA - CHUCTEMA, COCTOsWAs W3 NepcoHana u
KOMIIJIEKCA CPEeICTB aBTOMATH3aLWMU €ro AeATEelbHOCTH, peanusyrowas uHpopma-
IIUOHHY K TE€XHOJIOTUIO BbIMOJHEHHUS YCTAHOBJEHHbIX $YHKLMUHN.

AyTeHTHdHKALUNSA OTNPABUTENS AAHHBIX - MOJATBEPXKJEHUE TOrO, UTO OT-
npaBUTE/b MONYYEHHbBIX AaHHbIX COOTBETCTBYET 3asBJEHHOMY.

be3onacHocTh MNEepCOHAJNBHBIX AAHHBIX - COCTOSHUE 3AUIMIIEHHOCTH
NePCOHANbHBIX  JAHHBIX, XapakKTepHU3yeMOe  CIMOCOOHOCTLID  NOJIb30BaTENEH,
TEXHUYECKHX cpeacTs u MHDOPMALUMOHHBIX  TEXHOJOTUH obecrneunTb
KOH(UAEHLIHaNbHOCTb, LENOCTHOCTh W AOCTYMHOCTb MEPCOHANbHbIX JaHHBLIX MpPH
ux o0paboTke B HHPOPMALMOHHBIX CHCTEMaxX MEPCOHaNbHBIX JAaHHBIX,

buomerpuueckne mnepcoHa/NbHBbIE [AHHBbIE - CBEIEHUA, KOTOpbIE
XapaKkTepu3yrT pu3smonoruueckue 0COOEHHOCTH ueOBeKa WU Ha OCHOBE KOTOPbIX
MOHO YCTaHOBMTb €ro JIMYHOCThb, BkAwouas ¢ororpaduu, oTnedyaTku mnasbles,
o0Opa3 ceTuaTku rnasa, OCOOEHHOCTH CTPOEHUS Tena U APYryw noAoOHYH
WHpOPMALUIO.

biokupoBanue mnepcoOHAJbHBIX JAAaHHBIX - BPEMEHHOE TNpeKpalleHue
00paboTkn mnepcoHaNbHBIX AAaHHBIX (32 WCKJIO4YEeHUEeM ciydaeB, eciu obdOpadorka
HeoOX0AMMa s YTOYHEHUS MepCOHaNbHbIX JAHHBIX).

Bupyc (KkoMnboOTepHbIH, MPOrPAMMHBII) - UCIOJIHAEMbIH MPOTPAMMHbIH
KOJ WJIM MHTEPNPETUPYEMbIH HaOOP WHCTPYKUWH, oOnagalouwui CBOHCTBAMMU He-
CaHKUWOHUPOBAHHOIO pacnpocTpaHeHuss M camoBocnpoussenenuss. Co3naHHble
AyOnukaThl KOMMbKOTEPHOrO BUPYCa HE BCErja COBMAAAKT C OPUTMHANOM, HO CO-
XPaHsST CMNOCOOHOCTb K JanbHelllieMy pacnpoOCTPaHEHUK U CaMOBOCHpPOU3Bese-

HHUHO.



BpeaoHocHas mporpamMma - mporpamMma, TpeIHa3HauYeHHAs IJIs OCYIIEeCTB-
NE¢HUST HECAHKLMOHWPOBAHHOIO NOCTyHa W (UaM) BO3ACHCTBUS Ha MEPCOHANBHBIC
OAHHBIC UNH PECYPCHl HHPOPMALUOHHONW CHCTEMBI MEPCOHATBbHBIX HAHHBIX.

BcnomoratenibHble TeXHHYECKHEe CpeACTBA H CHCTEMbI - TEXHUUECKHE
CpencTBa M CUCTEMbI, He NMpeJHA3HauYeHHble IJs nepenadu, o0padoTKU W XpaHEeHHs
NepcOHaNbHBIX HAHHBIX, YCTAHABIWBaeMbleé COBMECTHO C TEeXHWUYECKHMH CpencT-
BaMH W CHCTeMaMH, NpefHa3HaueHHbIMU AN 00pabOTKW MepCOHalbHbIX JaHHBIX
WIM B TOMELIEHUSIX, B KOTOPbIX YCTAaHOBJEeHbl HH(POPMALMOHHbIE CUCTEMBI MEPCO-

HalbHbIX JaHHBbIX.

Hoctynm B onepaunMoHHYK cpeay KomnbioTepa (HHGOPMALMOHHOH
CHCTEeMbl MEePCOHAJBbHBIX JAHHBIX) - TOJYYCHHE BO3MOKHOCTH 3amycKa Ha
BLIMOJIHEHUE IITATHBIX KOMaHZ, (YHKUMHA, OPOUCAYP OMECPALHOHHONW CHCTEMBI
(yHHYTOXKEHMA, KOMWPOBAHWA, MNEPEMEIIeHUss MW T.M.), HWCIOJHAEMBIX (ainos
NPUKIAAHBIX MPOrpaMm.

Jdoetyn Kk uHbOpMAUMM - BO3MOXKHOCTb NONyueHHss HHPOPMALHK U ee Hc-
NONb30BAHMS.

3akgagouHoe YCTPOICTBO - dNEeMEHT CPeAcTBa cbeMa MH(OpMaLKUK, CKPBITHO
BHeApsieMbld (3akiaAbiBaeMblii  WJIM  BHOCHMbIH) B MeCTa BO3MOXHOIO Cbema
uHpopmauuu (B TOM 4YHCIe B OTpakJeHHe, KOHCTPYKLHI, 000OpyJOBaHUE, NMpPEIMEThI
UHTEPBbEPa, TPAHCMOPTHBIC CPEACTBA, a TAKXKE B TEXHUYECKHE CPEACTBA M CHCTEMBbI
obpaboTkun HHpOPMALMH).

3ammmaemass vHpopmMauus - uHPOpPMaUUs, SBAAIOWAACS TPeIMETOM Cco0-
CTBEHHOCTH M NOAJeXAIlas 3allUTe B COOTBETCTBHH ¢ TPeOOBAaHHUSIMM MPABOBBIX
DOKYMEHTOB WM TPeOOBAHUSIMH, YCTaHABAUBAEMBIMU COOCTBCHHUKOM MH(POPMALIMH.

NaenTudukauusa - DpPUCBOCHUE CyObEeKTaM M O0OBEKTaM OOCTYNMa WICHTH-
¢ukaropa wu (unu) cpaBHeHWe TNpembABNAeMOro uaeHtudukaropa ¢ nepedHem

NMPUCBOEHHBIX HIOEHTHPHKATOPOB.



NHpopMaTHBHBIA CHICHAJ - JJICKTPUYCCKUC CUTHANbI, aKyCTHYCCKHE, SJICK-
TPOMArHUTHLIE M ApPyrue ¢PU3MuecKHe Monis, MO napamMerpaM KOTOPbIX MOXET ObITb
packpbiTa kKoHpUaeHUHaNbHAA HHOpMauus (epcoHalbHbIe HaHHbIe) oOpabarbiBaemas
B MHPOPMALUMOHHON CHCTEME NMEPCOHATbHBIX JAHHBIX.

HUHpopMauHoOHHBIE TeXHOJIOTHH - MPOLECCHl, METOJAbl MOMCKa, cOopa, Xpa-
HeHUs, o0padOTKH, NPEeNOCTABIIEHUS, pacnpocTpaHeHuss HHPOPMALUK U CIOCOObI
OCYLI€CTBJI€HUS TaKUX MPOLECCOB U METOAOB.

NHpopmaunonnas cucremMa mnepcoHaabHbix aaHHbix (MCIIAn) -
COBOKYIHOCTBH COICpIKAIMHUXCsAd B 0a3zaX HOaHHBIX MEPCOHAIBHBIX HAHHBIX U
o0ecneynBaAKIIUX UX 00pPabOTKy HHPOPMALUHOHHBIX TEXHOJOTHH M TEXHHYECKHX
CpencTB.

HUcnonb3oBaHue mNepCOHAJBbHBIX AAHHBIX - JCHCTBUA (Omepauuu) ¢
NEPCOHANBHBIMM JAHHBIMH, COBEPLIAEMBIC ONEPATOPOM B LCAIX MNPUHATHUS
PEWEHUH WM COBEPIUSHUs HHBIX JEHCTBHH, TMOPOXKIAAWMUX PUIHYIECKHAE
NOCNeACTBHUS B OTHOIIEHWH CYObEKTa MEePCOHANBHBIX NAHHBIX WM OPYIUX JIHL
aubo vMHbIM 00pa3zom 3aTparvBalIMKMX MpaBa U CBOOOAB CYOBEKTA MEePCOHANBbHBIX
JAHHBIX WIH APYTUX JIUL.

HcTouyHHK yrpo3bl 0e30macHOCTH HHGOPMALHH - CYOBEKT HOCTyMa, Mare-
PHANBHBIH OOBEKT WIH (DU3MUECKOE SIBICHHWE, SIBJISIOIIUECS MPUYMMHOW BO3SHUKHOBEHUS
yrpo3el 6e30macHOCTH HHGpOPMALUH.

KoHnTpoaupyemasi 30Ha - NpOCTPaHCTBO (TEPpUTOpPHSI, 31aHHE, 4acThb 3JaHMUS,
MOMelIeHHe), B KOTOPOM HCKJIKOUYEHO HEKOHTPOSUpPyeMOe MpeObiBaHHE MOCTOPOHHUX
JWL, a TAKKe TPAHCMOPTHBIX, TEXHUYECKMX U WHbIX MaTepUalIbHbIX CPEJCTB.

KonduaeHnuaibHOCTh MNepPCOHAJBHBIX AaHHBIX - 00s3aTelbHOE AJA
COOMIOAEHUST OMEPATOPOM WM WHbIM MOJYYMBIIUM JOCTYN K NEPCOHANTbHBIM AaHHbIM
avuoM TpeboBaHHWe He AOMyckaTh MX pacnpocTpaHeHue 0e3 corjacus CyObekTa

NMCPCOHAIBHEBIX JAHHBIX WJIIH HAJIUYHA HUHOIO 3aKOHHOTO OCHOBAHUS.



MesxkceTeBOIl 3KpaH - JOKATbHOS (ONHOKOMIOHEHTHOE) WM (PYHKLUHOHATBHO-
pacnpenenenHoe nporpaMMHoe (NMporpaMMHO-annaparHoe) CpeacTBo (KOMIUIEKE),
peanusyrouee KOHTPONb 32 HHOpMALKeH, MOCTynawen B HHOOPMALHOHHYIO CHCTEMY
NEePCOHANBHbBIX TAHHBIX U (MJIH) BbIXOAALWEH U3 HHQOPMALMOHHOW CHCTEMBI.

HapywuTreans 0e30mMacHOCTH MePCOHANbHBIX AAHHBIX - QU3HUYECKOE JHULO,
ClyyallHO WJIM TIpelHAMEPEHHO COBepluaolllee NeUCTBHS, CIIECTBUEM KOTOPBIX SBIAETCS
HapyllleHue Oe30macHOCTH MepPCOHalbHbIX JaHHBIX NPH MX 00paboTke TEeXHUUYECKUMH
CpeACTBaMH B HH(POPMALUOHHBIX CHCTEMAaX MEPCOHAJbHBIX TAHHBIX,

HeaBToMaTrusupoBaHHass  00paGoTka  MepPCOHAJAbHBIX  JAAHHBIX -
00padoTka MEepPCOHANBHBIX DAHHBIX, CONECPKALWMUXCI B HHPOPMALHOHHOU CHCTEME
NepPCOHalbHBIX HOaHHBIX /JHOO0 U3BJIEYEHHBIX H3 TaKOW CHUCTEMBbI, CUUTAeTCH
OCYLUECTBIEHHOH oe3 HCTNONb30BaHHS cpencTs aBTOMAaTU3ALHH
(HEaBTOMaTH3MPOBAHHOMN ), €CJIM TaKUE NEHCTBUS C MEPCOHAIbHBIMH AAHHBIMU, Kak
UCMOJb30BaHWE, YTOUHEHHWE, pacnpocTpaHeHHe, YHUUTOKEHHE TMepCOHaIbHbIX
JaHHbIX B OTHOLIEHMM KaxXkA0TO W3 CYOBEKTOB TMNepCcOHalbHBIX JaHHBIX,
OCYLIECTBIAOTCA MPH HEMOCPEACTBEHHOM YYacTUU uejloBeKa.

HeneknapupoBaHHbIE BO3MOMKHOCTM - (PYHKUUOHANBLHBIE BO3MOXKHOCTH
CPEIACTB BBIMMCIIUTEIBHOM TEXHHMKH, HE ONHCAHHBICE MM HE COOTBETCTBYIOIIUE
ONMHMCAHHBIM B IOKYMCHTALUH, NMPU HCHOJb30BAaHHH KOTOPBIX BO3MOXKHO HapyILCHHE
KOH(HUAEHLUHANBbHOCTH, JOCTYNMHOCTH HWJM  LEINOCTHOCTH  o0padaTbiBaéMOW  HH-
bopmaumnu.

HecaHKUMOHUPOBAHHBIH A0CTYN (HECAHKUHMOHUPOBAHHbIE JAeHCTBUS) -
OOCTYN K HH(pOpMauHd HIH AEHCTBHA ¢ HHPOPMALMEH, HApyIAIIHE MpaBHia pas-
FPaHHYEHHUs] JOOCTYyHa ¢ HMCHOJIB30BAHHECM INTATHBIX CPEIOCTB, MNPEAOCTABISAEMBIX
HHO)OPMAILHOHHBIMH CHCTEMAMH ICPCOHANIbHBIX NAHHBIX.

Hocutens undopmanuu - Puzuueckoe AUMUO HIM MaTepHaNbHbI OOBEKT, B

TOM YHUCJIC d)ml/lqecxoe nojie, B KOTOpPOM I/lHd)OpMaLLI/IFI HaxoauT CBOC OTPaK€HUEC B BUAC



CHMBOJIOB, 00pa30B, CHTHANOB, TEXHHYECKHUX PELICHHH M MPOLECCOB, KOJHYECTBEHHBIX
XapaKTCPHUCTUK (PUBHUCCKUX BEIHUHH.

Ob6e3nuuuBaHHEe NEePCOHAJBHBIX JAHHBIX - JCHCTBHSA, B pPE3YyJIbTaTC
KOTOPBIX CTAHOBHUTCS HEBO3MOMHBIM 0€3 HCHONb30BAHHS AOMOJHHUTEIBHOM
HHGOPMALUH ONMPEACNUTh NPHHAMJICIKHOCTE MEPCOHATBHBIX JaHHBIX KOHKPETHOMY
CyOBbEeKTYy NepCOHAalbHBIX AAHHBIX.

O06paboTKka mepCcOHAJBHBIX AAHHBIX - J1000oe nelcTBue (onepauus) WIH
COBOKYIMHOCTb OEWCTBHUH (Onepauui), cCOBEpIIAEMbIX C HCMOJIb30BAHUEM CPEACTB
aBTOMaTH3alUWW HIH 0e3 MHCNOoAb30BAHUS TaKUX CPEeACTB ¢ MePCOHAIbHbLIMU
NaHHbIMH, BKJKOUas cOOp, 3amKch, CUCTEMATH3allMK, HAKOIMJNEHHEe, XpaHeHue,
yTouHeHue (0OHOBNEeHHe, W3MEHEHHWe), H3BJCYEHHE, WCMONb30BaHWe, Mepeaauy
(pacmpocTpaHeHHEe, MNPEIOCTABICHHE, OOCTYIM), OOE3IHYHUBAHHE, OJOKHPOBAHHE,
yIaleHUe, YHHUTOKCHUE MCPCOHAIBHBIX NAHHBIX.

O0wenocTynHble MNepCOHAJBbHBbIE JAHHBIE — TEpPCOHaNbHbIE JaHHbIE,
JOCTYI HEOTPAHHUYCHHOTO Kpyra JuU K KOTOPBIM MPEAOCTABACH C COTJACHS
CyOBCKTa TMEPCOHANBHBIX MOAHHBIX HWJIH HAa KOTOPbIE B COOTBETCTBHH C
dbenepanbHBIMH 3aKOHAMH HE pacmpocTpaHseTcs TpeOoBaHUE COONIONCHUS
KOH(DUAEHUHNATIBHOCTH.

Onepatop (mepcoHAAbHBIX AAHHBIX) - TOCYJAPCTBEHHBIH  OPraH,
MYHWUWTIANBbHBIH OpraH, lpuiuydeckoe winu (usndeckoe Iuuo, CaMOCTOATEIbHO
UMW COBMECTHO C JAPYTHMHU JULAMU OpraHusyrwouiue M (Mad) OCYlIeCTBASIOUINE
00padoTKy MHepCOHANbHBIX JaHHBIX, a TaKke ONmpeaenstoliue Lenu oOpaboTku
NMepcoHATbHBIX JAHHbIX, COCTAB MEPCOHAaNbHbIX JAaHHbIX, MOoAJexalux obpadoTke,
NelcTBUs (Omepalnu), cCoBepliaeMble ¢ NMEPCOHATbHBIMH TAaHHbIMHU.

TexHuyeckue cpeacrsa HHPOPMALHMOHHOH CHCTEMbI MNEepPCOHANBHBIX
AAHHBIX - CPEACTBA BBIYHCIHTEIBHON TEXHHUKH, HHGPOPMAUUOHHO-BBIUHC/IHTCIBHBIC
KOMILIEKCbI W CETH, CPEeICTBA M CHCTEMBbI nepenauu, npuema u obpadorku [T (cpeacrsa

M CHCTeMbl 3BYKO3aNWCH, 3BYKOYCHJIEHUSA, 3BYKOBOCIPOU3BELEHHUS, TNEPErOBOPHBIE U



TENE€BU3UOHHbIE YCTPOMCTBA, CPEJCTBA HM3TOTOBJIEHUS, TUPAXUPOBAaHUsS AOKYMEHTOB U
IPYyTrHe TEXHHYECKHE CPEOCTBA 0OpPabOTKH pedueBoO, rpad)uyeckoi, BUOEO- U OYKBEHHO-
U pPOBOH MH(POPMALMH), MPOrPaMMHBIE CPEACTBA (ONCPALMOHHBIE CHCTEMBI, CHCTEMEI
yIpaBieHUus OasaMu JAHHBIX M T.IL.), CPEIACTBA 3AMIUTHI UMH(OPMALMH, TPUMCHAEMBIC B
UHPOPMALLHOHHBIX CHCTEMAX.

[lepexBat (MHpoOpMAaNHH) - HEeMpaBOMEpPHOE MOJyueHHe HHPOpPMAUUU C
MCIIOJNb30BAHHEM TEXHHYECKOro CpeaAcTBa, OCYLIeCTBAALEro oOOHapyKeHHe,
npueMm u o0paboTky HHPOPMATUBHBEIX CHTHANOB.

IlepcoHanbHble AaHHBIe - ni00as MHopMallMs, OTHOCAWAACS K MNPAMO
UMM  KOCBEHHO OMNpeaeNeHHOMY WAM  onpeaeaseMoMy  (GU3HMYECKOMY ULy
(cyObekTy mepCoHaNBHBIX HAHHBIX);

[ToGounbIE IEKTPOMATHHUTHBIE HU3JIyYeHHUS H HABOAKH
3JIEKTPOMArHUTHbBIE H3JIYYEHHS TEXHUYECKHUX CpPeAcTB o0OpaboTKM 3aluuiliaeMown
uHpoOpMalLMK,  BO3HHKAKIIMEe  Kak  moOOYHOE  sBlieHWe W BbI3BaHHbIE
3J]EeKTPUUECKUMHU CUTHANaMH, ACHCTBYKIUIMMH B MX 3JEKTPUYECKUX W MATHUTHBIX
uensax, a Takxke 3JeKTPOMArHUTHbIe HABOJKH 3THX CUTHAIOB Ha TOKOMPOBOJAsLIME
JUHUU, KOHCTPYKLUHUHU W LEMHU MUTAHMS,

MoauTtHka  «4HcTOroO CTOJIA» -  KOMIUIEKC  OPraHM3aLUuOHHBIX
MEPONMPHUATHH, KOHTPOJHUPYIOMUX OTCYTCTBHE 3aMMUCBIBAHUS HA OyMaKHBIC
HOCHUTENW KJO4Yed u arpudyToB moctyna (napojiel) M XpaHEHUus HuxX BOJU3H
00BbEKTOB JocCTyna.

Ilonb3oBaTtesb HHPOPMALHOHHOW CHCTEMBbI MEPCOHAJBHBIX JAHHBIX -
JUUO, yYacTBywuiee B  (PYHKUMOHUPOBAHMUM  UHPOPMALMOHHOW  CHCTEMBbI
MepCOHaNbHbIX JAHHBIX WK HCNOJb3YyIOllee pe3ynbTaTbl ee PyHKUHOHUPOBAHUS.

[IpaBuaa pa3rpaHu4deHHUs N0CTYNA - COBOKYMHOCTb TMPaBU/, pPerjaMeHTH-
pYKOILIUX MpaBa A0CTYyNna CyObeKTOB JOCTyNa K 00ObekTaM J0CTyrna.

[IporpamMmmHas 3aKaaaKa - KOI NPOrpaMMbl, NPEIHAMEPEHHO BHECEHHbIH B

NporpaMMmy ¢ LeJbI0 OCYLIECTBUTb YTEYKY, U3MEHUTb, OJIOKMPOBATb, YHHUTOXHUTh
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UHPOPMALIMIO MU YHHUTOXUTh U MOAHGULKMPOBATH MporpamMmMHoe odecneueHue
HHDOPMALMOHHONW CHCTEMBI NEPCOHANbHBIX NAHHBIX M (U1H) ONOKHMpOBaThH anna-
paTHBIE CPEACTBA.

IIporpammuoe (nporpaMmMHoO-MaTeMaTH4YeCKOE) BO3JeliCTBHE
HECAHKLIMOHUPOBAHHOE BO3JAEHUCTBUE Had  pecypcHl  aBTOMATU3MPOBAHHOM
HHDOPMALHOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HUCNONB30BAHUEM BPCIOHOCHBIX
nporpamm.

PackpbiTHe mnepcoHaJbHBIX AAHHBIX - YMbILJEHHOE WIW cayyaiHoe
HapylueHue KOH(UAEHLHAaTbHOCTH NEPCOHANlbHbIX AAHHbIX.

PacnpocTpaHeHHe mnepcoOHAJbHBIX JAaHHbIX - NEHCTBUA, HaNpaB/€HHblE
Ha pacKpbITUE MEPCOHANbHbIX JAHHBIX HEOMNPEIEeeHHOMY KpPYry JIUL.

Pecypc uHpopMALMOHHONH CHCTEMbl - UMEHOBAHHbIH 3JIEMEHT CUCTEMHOTrO,
npUKIaJHOrO WK annapaTtHoro obecneueHus hYHKLUHOHUPOBAHUS
UHPOPMALUOHHON CHCTEMBI.

CoeuualibHble KaTeropuM MNePCOHAJbHBIX JAHHBIX - [CPCOHATBHBIC
JaHHBIC, KacamwIUecs pacoBOM, HAUMOHANbHOW NPUHAANCKHOCTH, MOJUTHUYECKUX
B3TJIAAOB, PENUTrHO3HBIX Wnu (unocodckux yOexxaeHU#, COCTOAHUSA 340POBbA U
MHTUMHOM KU3HU CYyOBEKTa NEPCOHANbHBIX HAHHBIX.

CpeacrBa BbIMHUCJAUTEJNbHOH TEXHHKH - COBOKYNHOCTb NPOrPAMMHBIX U TeX-
HUYECKUX 3JIEMEHTOB CUCTeM O0OpaOOTKW AAHHBIX, CHIOCOOHBIX (YHKUHMOHUPOBATH
CaMOCTOSATE/NbHO MKW B COCTaBE APYTUX CUCTEM.

Cy6bexkT goctyna (cy0beKT) - JHUO WIM NPOUECC, OEHCTBUS KOTOPOro per-
NaMeHTUPYIOTCA MpaBulaMu pa3rpaHUueHUs AoCTyna.

TexHuyecKkHil KaHAJ yYTe4KHM HHpOPMALHM - COBOKYNHOCTb HOCHUTENSA HH-
dopmamuu (cpenctea 00OpaboTku), (U3UUECKOH Cpensl pacnpocTpaHeHusi WHPOpP-
MAaTHBHOIO CHTHaNa U CPEACTB, KOTOPbIMU N00ObIBaeTcs 3awumaemMas nHdopmamnms.

TpaHcrpanuyHasi nepeaadYa MNepPCOHAJBHBIX JaHHBIX - [epejaua

NepCOHANbHBIX JAaHHbIX onepaTtopom Hepes FocygapCTBeHHy}o rpaHuny



Poccuiickon ®enepauuu oprany BJIACTH WHOCTPAHHOTO rocy1apcrsa,
$hU3NUECKOMY MM KOPUAHUYECKOMY MUY HHOCTPAHHOIO rocynapcTsa.

¥rpo3sl 0e30MaCHOCTH MEPCOHAJBHBIX JAHHBIX - COBOKYIHOCTb YCJOBHUH U
(hakTOpOB, CO3IAIOIIUX OMACHOCTbH HECAHKLUMOHWPOBAHHOTO, B TOM HHCJIE CAYYaWHOTO,
JOCTyTa K MEPCOHATbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOMET CTaTh yHUUTOXKEHHUE,
M3MEeHeHHe, OJOKMPOBAHUE, KOMHPOBAHHE, PACMPOCTPAHEHHE MEPCOHAIbHBIX JAHHBIX, a
TAKXE€ WHbIX HECAHKLUHUOHUPOBAHHBbIX ASHCTBHHU NpH UX 00padoTke B MHGOPMALHOHHOM

CHCTEME MEPCOHANbHBIX AaHHbIX.

YHUUTOXKEeHUEe TMNepPCOHAJbHBIX [JaHHBIX - JICHCTBUSA, B PEe3yabTaTre
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBMTbH COACPIKAHUC NEPCOHAIBHBIX
JaHHBIX B HMHGOPMALUHOHHOW CHCTEME TNePCOHANbHBIX HOaHHBIX W (uUnu) B
pe3ysbTaTe KOTOPbIX YHHUTONKATCA MaTepHaIbHbIE HOCHUTENH MEePCOHATbHbBIX
JAHHDbIX.

Yreuka (3amumaemMoii) uHpOpMAUMM N0 TeXHUYECKHUM KaHajgam -
HCKOHTPOJIMPYEMOE PACIpOCTPaHCHUE HH(OpPMALMK OT HOCHTENS 3almuImacMoil uHdop-
MaluM 4epe3 (PU3MYCCKYK) CPeay OO0 TEXHHYECKOTO CPEACTBA, OCYINECTBIISIOMICIO
nepexsatr WHdpopmannu.

Ya3sumocThb - ¢1adocTh B CPEACTBAX 3ALUMTHI, KOTOPYK MOXHO HCIOJb30BaTh
JUTSL HAPY LIEHHSI CUCTEMbI MW COZepIKawencs B Hel nHpOpMAaLKH,

IlearocTHOCTE MHPOPMAUMM — CHOCOOHOCTh CPEJCTBA BbIUMCIUTENbHON Tex-
HUKH WM aBTOMAaTH3MPOBAHHOW CUCTeMbl 0OecneyuBaTh HEU3MEHHOCTb WHQpOpPMAlUU B

YCIIOBHAX CIIy4alHOTO /1411 NPeJHAMEePEHHOTO HCKakeHUs (pa3pyLUeHUs ).



OBO3HAYEHHUA U COKPALWLEHHUA

ABC - anTuBUpYyCHblEe cpeacTBa

APM - aBTOMaTH3HpOBaHHOE pabouee MeCTo

BTCC - BcnomorarenbHble TEXHHYECKHE CPEICTBA U CHCTEMBbI
UCITH - nndopmMauroHHas cUCTEMA MEPCOHATbHBIX AAHHBIX
Ub - undopmaunonHas 6e30nacHOCTb

K3 - koHTponupyemas 3oHa

JIBC - nokanbHasi BBIYHCIUTENIbHAS CETh

MDD - MEXCETEBOH 3KpaH

HCJI - HecaHKLHOHUPOBAHHBINA HOCTYI

OC - onmepauuMoHHas CHUCTEMa

[1IHn - nepcoHalbHbIE AAHHbIE

[IMB - nporpaMMHO-MareMaTH4YeCKOe BO3IEHCTBUE

[IO - nporpammHoe obecneveHue

[IOMUH - noGouHble 371eKTPOMArHUTHbIE U3TYUEeHHUs M HAaBOAKH
CA3 - cucrema aHanu3a 3allULIEHHOCTH

C3U - cpeactBa 3amuThl HHPOpMALHUU

C3I1H - cuctema (moacucTeMa) 3alHThl MEPCOHATbHbBIX JaHHbIX
COB - cucrtema oOHapy»X e€HUS BTOPKECHHH

TKVYU - TeXHHUUECKHE KaHANBI YTCUKH HHPOpMaLHH

YBII[H - yrpo3sl 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX

12
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BBEJEHHUE

Hacrosiee Tlonoxkenne nHpopManroHHoM 6€30NaCHOCTH B MYHHULIMNATbHOM
Ka3eHHOM YUpexJeHUHU

«MHOroyHKUMOHaNbHbIH HEHTP MNPEeAOCTaBI€HUA TOCYAAPCTBEHHbBIX U
MyHHUHNAAbHBEIX ycayr ropoaa Poctos-Ha-/loHy»

(nanee no Ttekcry - MKY «M®IL ropoma Pocrtosa-na-loHy»), sBIsieTcs
opuuuanbHBIM JTOKYMCHTOM, B KOTOPOM ONpPEAe/C¢Ha CUcTeMa B3TNSO0B Ha
obecneuenne nndopmaunonHoi deszonacioctu MKY « M®L[ ropona Pocrosa-na-
Hony».

Heobxonumocte paspadotrku [lomoxkenuss 0O0yCAOBICHA CTPEMHUTEIbHBIM
pacwupenreM chepbl NPUMEHEHHs HOBEHW WX HHPOPMALMOHHBIX TEXHOJOTHH |
npoueccoB B MKY «M®L ropona PocroBa-ua-Hony», npu obpadorke
uHpopmaunu BoodwEe, U NEPCOHANbHBIX JAHHBIX B YACTHOCTH.

Hactosiiiee [lonokeHue onpenenseT OCHOBHble LENW M 3a7auM, a Takxke
O0LYK CTpaTerurd MNOCTPOEHMS CUCTEMBI 3allUThl MNEePCOHANbHbIX JaHHBIX
(C3MMn) MKY «M®L[ ropona Pocrora-Ha-/lony». [lonoxeHue onpenesnser
OCHOBHBIC TpeOoBaHUs W 0a30BBIC MOAXOAB K HUX pealH3alMH, IS JOCTHIHKCHHUS
TpeOyemMoro ypoBHs 0e30nacHOCTH HHPOPMALHHU.

[lonoxenue pa3padoTaHOo B COOTBETCTBHM €  CHUCTEMHBIM MOAXOAOM K
obecneueHuo UHPOPMaLMOHHOM 0e30MacHOCTH., CucreMHbIi MOAXO,
npeanonaraer npoBeleHue KOMIMJIeKca MepONpUSITHH, BKJIFOUAK LIUX
Mcciaen0BaHUe yrpo3 WHPOPMAUMOHHOW Oe30MacHOCTH MU pa3paboOTKy CUCTEMBI
sawutel  [1JI[H, ¢ 0O3MUMM  KOMMOJIEKCHOTO TPUMEHEHUS TEXHHUECKUX U
OPraHU3aIlMOHHBIX MEP U CPEACTB 3ALIHUTHI.

[Ton undopmaunonnor OesonacHocTbio [IJJH MOHUMAaETCS 3AMIHUIICHHOCTH
NepCcOHaANbHBIX HAHHBIX W oOpadareiBaromed HX HHPPACTPYKTYpe OT AKOBIX
CAy4YaWHBIX WM 3JI0HAMEPEHHbIX BO3AEHCTBHH, pPe3yNbTaTOM KOTOPBIX MOXKET

SBUTbCA HaHeceHue yuwepda camoin wuHdpopmauuu, ee BnazenvuaMm (cydbekTam
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[MJH) nnn wudpactpykrype. 3azauv vHpopMaunoHHOU O€30MACHOCTH CBOIATCH K
MUHHMMU3ALHU yluepOda OT BO3MOXHOH peamusauuun yrpos OesonacHoctd [1JIH, a
TakKe K MPOrHO3UPOBAHUID U MPEAOTBPALIEHUIO TaKUX BO3JEHCTBUI.

[Tonmosxenue CITYKUT OCHOBOH st pa3padoTkHu KOMILJIEKCa
OPraHU3aUMOHHBIX M TEXHUYECKHX Mep 1o obdecnevyeHUrd HHPOPMALHOHHON
oeszonacHoctu MKY «M®L ropona PocroBa-Ha-/loHy», a Takke HOPMATUBHBIX U
METOOAMYEeCKHX ODOKYMEHTOM, OOecne4yuBalOUIUX €€ peanu3audio, ©W  He
npeamnonaraeT MoAMeHbl (PYHKLHH rocyAapcTBEHHBIX OpraHoB BiacTH Poccuiickoi
denepaunn, orpeuarowMx 3a olecrnedeHHe Oe3onacHocTM HHPOPMALHUOHHBIX
TEXHOJOTUH M 3alUTYy WHPOPMALIUU.

ITonoxeHHue ABAAETCSI METONOIOTHUECKOH OCHOBOHM IJIS:

¢ ¢opMHpOBaHHS W TPOBEAEHUS €JWHOW TOJMTHKH B obiactu
obecneuenus OeszomacHocth MKV «MO®IL[ ropona PocroBa-Ha-
HoHuy»;

* TINpPHUHATHS YHPaBICHUECKHUX pEHIEHHH M pa3paboTKM NpPaKTHYECKHX
MEp 1O BOIUIOIIEHHIO MONHUTHKHM OesomacHocTH [IJI[H u BrIpaboTkH
KOMIIJIEKCA, COrIaCOBAHHBIX Mep HOPMAaTUBHO-TIPABOBOTO,
TEXHOJIOTHYECKOTO M  OPraHM3auMOHHO-TEXHHYECKOro  XapakTepa,
HampasBJ€HHBbIX  HA  BbIABIEHWE, OTPAKEHWE W JIMKBUAALHUIO

NOCIEACTBUN peanu3aluu pa3juuHblX BUIOB yrpo3 [1JIH;

* KOOpAMHAUMWHU NesITeIbHOCTH CTPYKTYPHbIX nojpasaeaeHui
MKY «M®1] ropona PoctoBa-Ha-/loHy» npu npoBeneHHH padoT no
pasButuio u oskcmayarauud HCIIAe ¢ cobnioneHuem TtpeboBaHui

obecneucHus OGeszonmacHocTH [1/1H;

* pa3paboTku MNPEeANOKEHUH MO COBEPLISHCTBOBAHUIO TPABOBOTO,
HOPMATUBHOrO, METOJAHYECKOr0, TEXHUYECKOrO0 U OPraHW3allHOHHOrO
oOecrneuenuss OesonacHoctu [1Jln B UCII[Jn MKY «M®L| ropona

PoctoBa-Ha-/lony».
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IIpaBoBoit 0Oasoll s pa3padOTKM  HACTOSIMIEr0 IMOJOMXKEHHS  CIy>XKaT
TpeboBaHus HOEHCTBYKIWIUX B POCCHHM 3aKOHOZATEIbHBIX HM HOPMATHBHBIX

OOKYMEHTOB MO 00ecmedeHU0 OE€30MacHOCTH MEPCOHANbHBIX HaHHbIX ([1JH).
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1 OO0Owwue nonoxenus

C3I1/ln  mpencrasnsger coOoOit  COBOKYNHOCTb  OPraHW3alHOHHBIX H
TEXHUYCCKUX MEponpusiTuud s 3amutel [I[J[H OT HenmpaBOMEpPHOro HIHU
CNY4aHHOro JOoCTynma K HHM, YHHYTOXKCHHUS, M3MEHCHHs, OJOKHPOBAHHS,
KOMUpPOBaHus, pacnpoctpaHeHus IIJIH, a Takke MHBIX HENPAaBOMEPHBIX ACHCTBHUH
C HHUMH.

Be3sonacHocTh mepcoHanbHbIX MAAHHBIX JAOCTUraeTcsi NYyTEeM HCKAKOUYEHUs
HECAHKLMOHUPOBAHHOrO, B TOM YHCN€ CIY4YalHOro, A0CTyNa K MNepCOHAlIbHBIM
JaHHBIM, pe3y/NbTaTOM KOTOPOro MOJXKET CTaTb YHUUTOXKECHHE, M3MCHCHHUE,
ONOKHUpOBAaHUE, KOMHPOBAHUE, PACIIPOCTPAHCHHE NEPCOHAIBHBIX JAHHBIX, a TAKXKe
HHBIX HCCAHKLHOHUPOBAHHBIX ACHCTBHUH.

CTpykTypa, COCTaB 1 OCHOBHble  (QYHKUMHM  TeXHHYECKUX "
opranusauuoHHbix Meponpustuii C3I1/lH ompenenstoTcss UCX0As U3 YPOBHS
sawmuieHHoct  (knacca) UCITIJIH, ycTaHOBAEHHOrO B COOTBETCTBHM C
tpebosanusmu [locranosnenus [lpasutreabcrBa Ne 1119 or 1 Hosbps 2012 r,
npukaza ®CTOK Poccuu Ne 17 ot 11 ¢espans 2013 r., mnpukaza OCTIK
Poccuu Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBHH ¢ TPEeOOBaHHSIMHU
[TocranoBnenuss IlpaButensctBa Poccuiickoit  ®enepauun Ne 687 «O06
yrBepxaeHun [lonoxenus o0 ocodeHHOCTAX 00padOTKU NEPCOHANbHBIX OAHHBIX,
ocymecTBiaseMon 0Oe3  wucnoab3oBaHus  cpeacTtB  aproMaruszauuuy. C3I1HH
BKJIIOUAET OPraHU3alHdOHHBIE MEPbl M  TEXHHYECKHE CPEACTBa  3aLLUTEHI
uHPopmaumn (B TOM uucne wWwHpoBanbHbe (kpunrtorpaduueckre) CpeacTsa,
cpeacTsa npeaoTBpalleHus HECAaHKLIHOHUPOBAHHOTO aocTyna, yTEeUKH
uHPOpMaLMU N0 TEXHHYECKHM KaHalaM, NPOrpaMMHO-TEXHUYECKHUX BO3eHCTBUMH
Ha TexHHUueckHe cpeactsa obOpadorku IIJIH), a Takke Hcnonb3yemble B

UHPOPMALUOHHON CUCTEME HHPOPMALUOHHBIC TEXHOJIOTHUH,
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DTWU Mepbl MPU3BAHBI OOECMEYHUTD!

* KOH()UICHIHATBHOCTH uHpOpPMaLUH (zamuTa oT
HECAHKLHOHHWPOBAHHOTO O3HAKOMIIEHHS ),

* UeJOCTHOCTb HH(popmauuu (akTyanbHOCTh M HENPOTHBOPEUYMBOCTh
uHnopmauuu, ee 3aU[ULIIEHHOCTh oT paspylueHus "
HECAHKIMOHUPOBAHHOTO HM3MCHCHMUS),

* NOCTYNHOCTh HH(PpOpMAUUM (BO3ZMONKHOCTb 32 TPUEMIIEMOE Bpems

noNy4uTh TpeOyemMyto HHPOPMALMOHHYIO YCIYTY).

Craguu co3ganus C3I1JH Bxnoyvaror:

s MPEANPOEKTHAsA CTAagus, BKIKYAKIAs MPEANPOEKTHOE 00CIenoBaHue
UCIIAH, pa3paboTky TEXHHUYECKOTO (YAaCTHOTO TEXHHUYECKOTO)
3a/aHusl Ha ee co3JaHue,

o cTamgus MPOCKTHPOBaHHUs (pa3spaboTKM MPOEKTOB) M pealu3alud Mep
samutel C3I1/H;

o cragus BeBoma B gedcrtBue C3I[JH, BkIKOYAKMAas ONBITHYIO
SKCIJIyaTalkuld W NPUEMO-CHATOYHbIE HCMHbITAHWSA CPEICTB 3aLLWTHI
nHbpopmanuu, a takxke oueHky cooreercTBua C3II[AH TpeboBaHuAM

0e30macHOCTH HH(DOPMALHH.

OpraHuszauMOHHbIE Mepbl MPEAYyCMATPUBAKOT CO3JaHWe M MOAAEpPNKaHue
npaBoBoi 0Oasbl OesonacHoctu IIJlH u paspaboTky (BBeneHUe B JelicTBUE)
npeaycMoTpeHHbIX [lomutukoit  uHbpopmauuonHod  OesomacHoctu  HCIIOH
CIEAYIIHX OPTaHH3aLUHOHHO-PACTHOPSIAUTEIBHBEIX JOKYMEHTOB!

o Ilnam wmepomnpusaTuit mno obecmeuenurd samutel [IJIlH nmpu ux

obpadotke B UCIIdH;

o Ilnanm MepompuATHH MO KOHTPOJK odOecmeucHUs 3amuThl [1/1H;
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+ Tlopsnok pe3epBUPOBAHUS M BOCCTAHOBICHHMS padoOTOCNOCOOHOCTH
TC u I1O, 6a3 nauubix u C3U;

* JlomxkHocTHas MHCTpykuus aamuHuctpatopa HWCIIAH B uactu
obecneuenus GezonacHoctu [1/lH npu ux obpadorke B UCI1/H;

o JlonxHOCTHAs MHCTPYKLHUS agMuHHCcTpaTopa OesonacHocTu MCIIAH;

o JlomxnocTtHas  uHcTpykuus  nonb3oBarens HCIIAw B  uacTtu
obecneuenus GeszonacHoctu [1J{H npu ux obpadotke B UCI1/IH;

* MHHceTpykuus Ha ciydyad BO3HUKHOBCHUS BHCILTATHOW CUTYALIUHU,

+ MHMHCTpYKIMS N0 pasMELICHHUK, 0ODOPYAOBAHUIO U OXPAHE NMOMELICHHUH,
rne XpaHsATCs MepcoHalbHble AAHHble, MO XPAHEHHI MEePCOHaNbHBIX
JlaHHbIX Ha OyMakKHBIX HOCHUTENSIX U Mopsaky paboThl MCNONHUTenek

C NEPCOHAJIbBHBIMW AAaHHBIMHW Ha 6yMa7KHle HOCHUTENAX l/IHCl)OpMaLLl/II/I.

Texnuueckne mMepbl 3aILUTHI PEAIU3YIOTCA NMPH MOMOILM COOTBETCTBYIOLIUX
NMPOrpaMMHO-TEXHUUECKUX CPEIACTB U METOAOB 3aLUWTHI.

[lepedenp HeoOxoaMMbIX Mep 3awuTbl MHQOpMauuu onpemensieTcs no
pe3yabTaraM BHYTpeHHell nposepku OeszonacHoctd HUCII[In MKY «M®L] ropona

PoctoBa-na-loHy».
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2 3aagauum C3I1AH

OcuoBro# uenvw C3IIJIH siBasieTcss MUHMMH3aUus ymepda OT BO3MOXKHOMN

peanu3auuu yrpos OeszonacHocTtu [1JIH.

Jnsi DOCTHMKEHHMsA OCHOBHOM LEIM cucTeMa OesomacHocTH IIJIH momxHa

obecneunBaTh 3¢QdekTUBHOE pelleHHe CAEeAYIOLUX 3anau:

3alMTy OT BMelwarenabcTBa B npouecc ¢yHxuumonuposanua HCIIIH
MOCTOPOHHUX JIMU (BO3MOXHOCTb ucmonb3oBanus WCIIJu u moctynm
K €e pecypcam JAOJOKHBI HMETb TOJbKO 32perucTPUPOBAHHbBIES
YCTAHOBJEHHBIM MOPAJKOM TMOJIb30BATENH);

pasrpaHUYEHUC JOCTyNa 3apCerUCTPUPOBAHHBIX TMOJb30BaTEIEH K
anmapaTHbBIM, OPOTPAaMMHBEIM W WHpOpMauuoHHBIM pecypcam HMCIIOH
(BO3MOXHOCTb JOCTyNa TOJIBKO K TeM pecypcaMm U BbINOJHEHUd
TOJIBKO TE€X ONepaurd ¢ HHUMU, KOTOpPble HEOOXOOWMbl KOHKPETHBIM
nonab3oBarensm UHUCIIJH ans  BbINOJHEHUSs CBOWUX  CJIYKEOHBIX
00s13aHHOCTEN ), TO €CTh 3alUUTY OT HECAHKLMOHUPOBAHHOTO AOCTYNA:
K uHdopmaunu, uupkynupyrowein 8 UCIIH;

cpeacrBam BbiuucauTenbHon texuuku UCIIH;

annaparHbIM, TPOrpaMMHBIM W KpuntorpapuueckuM CpPeacTBam
3awuTel, ucnosibayembiMm B UCIIH;

perucTpauurd  AeMCcTBUI  noab3oBaTeled  MNpU  UCMOJb30BaHUM
samumaeMelx pecypcos  HMCIIJIH B CHCTEMHBIX OKypHaJIax H
NEepUOAUYECKHUH KOHTPOJIb KOPPEKTHOCTH HNENCTBUHU TMNOJb30OBaTEleN
CHCTEMBI IYTEM aHAIM3a COAEPHKHUMOrO 3TUX KYPHAJIOB,

KOHTPOJIb  uejocTHocTH  (obecnevyeHue  HEU3MEHHOCTH)  cpendbl
HCIIOJIHEHUS MPOTrpaMM H €€ BOCCTAHOBJICHUE B CIIydae HapyLICHUS,
3aIUTY OT HECAHKUWOHUPOBAHHOW MoaWPHKAUMH HU KOHTPOIb

uenoctHocTd ucnosibdyembix B HCII[AH nporpamMmHbIX cpeacte, a
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Tak)Xe 3allUTy CHCTEeMbl OT BHEJApPEeHHs HECAHKUWOHUPOBAHHbIX
NPOrpaMmMm,

sawnty [1JIH OT yTeuku no TexHHYEcKHWM KaHanam npu ee oopadborke,
XpaHEeHUH M nepejaye MO KaHallaM CBSI3H,

samuty [I[lH, xpaHumoli, oOpadaTeiBacMoOll U TmepemaBagMoll Mo
KaHajlaM CBSI3H, OT HECAHKLUHOHHPOBAHHOI'O PA3IJIALICHUS WU
UCKaXKECHUS,

obecmeueHHe IKUBYYECTH KpHNTOTpaduuecKkUx CpPeacTB 3allMThbl
nHPOPMALNK MPH KOMMOPOMETALUWN YaCTH KIIOUEBOW CHCTEMBI;
CBOEBpPEMEHHOE BbISIBIEHHE HCTOYHWKOB yrpo3 0Oe3zonacHoctu [I/H,
NPUYHH H  YCJOBHH, CHOCOOCTBYIOIIHX HAHCCCHHIO  ymepda
cyovektam [1/IH, co3maHHE MEXaHHU3Ma ONCPATHBHOTO pPEardpoOBaHUS
Ha yrpo3sl Oe3onacHoctHu [1[IH 1 HeraTHBHble TEHAEHLHH,

co3JaHWe YCJIOBHH AJsi MUHHMUW3ALHWW U JIOKAJIU3aUUH HAHOCUMOIO
yuwepda HenpaBOMEpPHBIMH NE€HCTBUAMH (HU3NUECKUX M IOPUIHUYECKHX
JIML, OCa0JCHHE HETATHBHOTQ BJIMSHHUS W JHUKBHIOALHS MOCACACTBHUI
HapymweHus OezomacHoctu [1JH;

obopyoBaHMEe M OXpaHa MOMELleHUH, Tle XPaHSITCA MepcOHabHble
IaHHbIE,

cOONMIOACHUE TMOpsAKa XPaHCHUS  MNEPCOHAIBHBIX OaHHbLIX  Ha
OyMaKHblX HOCHTEJIAX;

COONI0AeHNEe TMOPsaKa XPaHEeHHWs KJUYeHd OT TMOMEUWeHUun rae
xpaHsaTcs [1/lH Ha OyMakHbBIX HOCHUTENSX;

cobnrogenve mnopsaka padOTbl HWCMNOJHUTENEH ¢ MepPCOHaIbHbIMH

JaHHBIMU Ha OYMa>XHBIX HOCHTENSIX HH(POPMALIUH,
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3 OO0bexThl 3aIUTHI
[lepeyeHb MHPOPMALIMOHHBIX CHCTEM

B MKY «M®L] ropona Poctosa-na-{ony»
NPOU3BOAUTCS OO0paboTka NMEPCOHANbHBIX NAHHBIX B HHPOPMALHOHHOW CHCTEME
obopaboTtkn nepconanbHbiX gaHHbix (MCIIOn).

[Mepeuenr HCIIIH onpenensercs B npouecce paboTbl KOMUCCHU, NO

uroram padoT kotopoi cocrasasiercs akT knaccupurxauuun UCITOH.

IlepedeHb 00bEKTOB 3AMMUTHI

OOvexTamu 3amWuThl ABAAKOTCA - WHPoOpMauus, odpadareiaemas B MCIIH,
U TexHu4yeckue cpexacrtsa ee odOpaborkn u 3awuTbl. CHNHCOK MEPCOHATbHBIX
NAHHBIX, TOIJeXxallHe 3aluTe, onpeneneH B llepeuHe NepcOHaNbHBIX JAHHBIX,
noanexanux samure 8 UCI1JIH.

OOBbekTbl 3alIMThl BKJIOYANOT:
. ObpabarreiBacMas HHpOpMALHUSA.
Texunonoruyeckas uwudpopmauusa.
. [IporpaMMHO-TEXHHUYECKHE CpeacTBa oOpaboTKH.
Cpencta 3awuts [1/]H.
Kananer uHdopManuoHHOro oOMeHa ¥ TEICKOMMYHHKAIUH.
O0bexkThl M MOMelleHUsl, B KOTOPbIX pa3sMelleHbl KOMMOHEHTbI

UCTI/x.
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4 Kanaccudurkanusa noas3zosareneii UCI/n

[Tonv3oBarenem UCTIIAu SIBIACTCS JIMLO, Y4acTBYKIIEE B
GYHKUMOHUPOBAHUM HHPOPMALUOHHOW CHCTEMBI TEPCOHANBHBIX HNAHHBIX WIIH
HCTIONB3YIOWEee pe3ynbTaTtel ¢ dyHkuunonuposaHus. [lonepzoBarenem HCIIAH
asnserca nwodou corpyaHnuk MKY « M®II ropona PocroBa-ua-dony», umerowmun
noctyn k UCITJn u ee pecypcam B COOTBETCTBHH C YCTAHOBJIEHHBIM MOPSAAKOM, B
COOTBETCTBHUH C €ro PyHKUHOHANBHBIMH O0S3aHHOCTAMH.

[Tone3zoBatenu MCIIJH menaTcs Ha TPU OCHOBHBIC KaTErOpPHH!

AamubaucTparop MHGODPMALMOHHON OE30macHOCTH.

Corpyzuuku MKY «M®ILl ropoma PocrtoBa-Ha-[oHYy», KOTOpPBIE 3aHUMAKTCS
HacTPOWKOW,  BHEIAPEHUEM M CONpPOBOXAEHHEM  cHCTeM  OE30MacHOCTH.
Anmununcrparop Mb obnanaer cneayromum ypoBHeM gocTtyna:

e oOnasmaer nojJHOW wWHPOPMALKMENH O CHCTEMHOM M [PHKIaAHOM

nporpammHoM obecneyenun MCTIH;

o obOnazaer nojaHoW wuHdoOpMaUKHed ©O TEeXHHYECKHMX CpPEeIcTBax W
koHnpurypauunu MCIIOH;

* HMEET JOCTYyN KO BCEM TEXHUYECKHUM cpercTBam oOpaboTku
undpopmauuu u nanibim UCIIAH;

* He oOjazaer npaBaMu KOHPHUIYPUPOBAHUS M AAMHHHUCTPATHBHOM
HacTpolku TexHudeckux cpeacts MCTIIH.

Anmunuctparop HUCIIAH.

Corpyauuku MKY «M®I] ropona PoctoBa-Ha-ZloHy»
, KOTOpble 3aHUMAKOTCA COMPOBOXAECHUEM NMPOrpaMMHOro obecneueHwus.
Anmubuctparop UCII/ln obnanaer ciaeayrlum ypoBHEM AOCTyIa!

e obnamaer nuHdopmauuen obO anropurmMax W nporpammax oodpaboTku

undpopmauuu Ha UCIIAH;
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obnagaeT BO3MOMXHOCTAMHM BHECEHHS OWMHOOK, HEIAEKIapHPOBAHHBIX
BO3MOKHOCTEH, MPOTpaMMHBbIX 3aKJIaJ0K, BPEeJOHOCHBIX NMpPOrpamMM B
nporpammuoe obecneuende MCIIJAn Ha cTamuu ce pa3padoTKH,
BHEAPEHHUS M COMPOBOKAEHHSA,

MOXET pacmojiaratb JIOOBIMU  ¢parMeHTaMu HHPOPMALMUH O
tononorud MCITJH u TexHuueckux cpeactBax oOpabOTKH W 3ALIMTHI
[1/1H, o6padarwiBaembix B UCI1/1H;

obnanaer nmnpaBamMu KOHPUTYPUPOBAHMS WU  AIMHHUCTPATHBHOMU
HAcTpOHKU TexHuueckux cpeacts MCIIn.

Oneparop UCIIAH.

Cotpynnuku noapasaenenuit MKY « M®L] ropona Pocrosa-na-/loHy»

yuacTByowux B mnpouecce skcrmnyarauuu MCIIJAH. Onepatop MHCII/H

obnamaeT CNeayKMMM YPOBHEM OOCTyIMa:

obnasaeT BceMH HeOOXOAMMBIMM aTpuOyTamMu (Hanpumep, maposiem),
oOecrnme4nBaAKOWUMHU IOCTYN Kk HekoTopomy noaMmHoxecTBy [I[H;

pacnojiaracTt KOH(bH,HeHHHaJ'IbeIMI/I JaHHBIMH, K KOTOPBIM HMCECECT

JocTyn.
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5 OcCHOBHBIE MPHHUMMNBI NOCTPOEHHUSA CHCTEMbl KOMMIEKCHOH 3ALHUTHI

HHpOpMaALHH

[Toctpoenue cucrembl obecnevenus OeszonacHoctu I[Idn HUCIIOn MKY

«M®II ropona Pocrosa-na-JloHy»

n c¢ (byHKI.[ldOHPIpOBaHl/le AOJIKHBbI OCYIIECTBJIATLCA B COOTBETCTBHH CO

CICAVIOMMUMHU OCHOBHBIMH MPUHILHUIIAMU:
* 3aKOHHOCTb,
*  CHUCTEMHOCTb,
* KOMIUJIEKCHOCTbD;
* HEeNnpepbIBHOCTB,

hd CBOEBPEMEHHOCTD,

* NpPEeeMCTBCHHOCTb WU HENPEPLIBHOCTb COBCPLWIEHCTBOBAHUA,

* TepCcOHANbHAs OTBETCTBCHHOCTH,

* MHMHUMH3AIHUSA TOJTHOMOYMH,

* B3aUMOJCHCTBUE U COTPYIAHHUUYCCTBO,

* rUOKOCTb CHCTEMbl 3alMTHI,

* OTKpPBITOCTb AJIFOPUTMOB U MEXAHHU3MOB 3alUUTHI,

* MOpOoCTOTa NPUMCHCHHUSA CPCAOCTB 3AINUTHI,

* Hay4Has 000OCHOBAHHOCTb U TEXHHUECKas pPeann3yemMoOCThb,

¢  cneuuvanusauus U npod:eccnor-lanmm;

¢ 0043aTeNbHOCTh KOHTpPOJIA.

3aK0OHHOCTH

[lpenmonaraer ocyluecTBIeHHE 3alUTHBIX MEpPONPUATHH M pa3padoTky

C3lMJs  MKY «M®L[ ropona PocroBa-Ha-JloHYy» B  COOTBETCTBUHU ¢

IEHCTBYIOIIUM 3aKOHOZATENbCTBOM B obnactu  3amutel  [I[H

u

APy rux
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HOPMAaTHBHBIX @KTOB MO OC30MacHOCTH HH(POPMALUH, YTBEPXIACHHBIX OpraHaMu
rocy/lapcTBEHHOUN BIACTU M yNpaBieHUs B Mpeaesax UX KOMIMETEHLIMH.

[MonesoBarenu u obcnyxusarowui nepconan [I[Ou HUCIIOu MKY «M®IL]
ropona PocrtoBa-Ha-JloHY» A0MKHB OBITH OCBEJOMIIEHB O nopsake paboTel ¢
sawumaeMoi HHpopmauued u 00 OTBETCTBEHHOCTH 34 HApPYLICHHE HOpPsAIKa
3amwuTbl [T H.

CHCTEeMHOCTD

Cuctemubiii noaxon k moctpoeHuro C3I[IAx MKY «M®I] ropoma Pocrora-
Ha-J[oHy»

npeamojaraeT y4eT BCEX B3aHMOCBSA3aHHBIX, B3aUMOACHCTBYIOIIUX H
M3MEHSAIOWMUXCA BO BPEMEHMU OJJIEMEHTOB, YCJIOBHH H (HaKTOPOB, CYLIECTBEHHO
3HAYHUMBIX 1Jid TMOHUMAHWA W pemeHns npodiembl obecrneueHus O€30MACHOCTH
[[Aan UCITAn MKY «M®L ropona PoctoBa-Ha-ZoHy».

[Ipu co3gaHuM CHCTEMbl 3allUUThl JOJKHbl YYUTHIBaTbCs Bce caadble U
HauOoNee ys3BUMble MecTa cucTembl obOpadoTtku [IJ[H, a Takke XapakTtep,
BO3MOHble OOBEKTbl M HaNpaB/ieHUs aTak Ha CUCTEMY CO CTOPOHbI HapyluuTeneH
(ocobenHO BBICOKOKBANH(ULUPOBAHHBIX 3JIOYMBIIIJICHHUKOB), nyTH
NPOHUKHOBCHHUs B pacnpenencHubie cuctembl u HCJ k urdpopmauuu. Cucrema
3aIIMTHl OOJKHA CTPOUTHCS € YYETOM HE TOJBKO BCCX HM3BECTHBIX KaHAJOB
npouukHoBeHus U HCJ xk unpopmauuu, HO U ¢ Y4ETOM BO3MOKHOCTHU MOSBJIEHHS
MPUHUKUITMATILHO HOBBIX NMYTEH peanv3anuu yrpo3 0€30macHOCTH.

KomnaexcHocrnb

KomnnekcHoe HCMONb30BaHWE€ METOLOB W CPEICTB 3aLMTHl NpeanoJaraer
COrlacoBaHHOE MpPUMEeHeHHe Pa3HOPOJHBLIX CPEACTB NMPU MNOCTPOEHUU LENOCTHOMH
CUCTEMbl 3allMThl, NepPeKpbIBAKOLIeH BCEe CYILIECTBEHHble (3HAauKMMble) KaHasbl
peanus3alMu yrpo3 W He cojepikalled cnadblX MeCT Ha CThlKax OTAEJbHbIX €€

KOMIOHCHTOB.
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3amuTa J0JHa CTPOUTBHCS SIENOHUMpoBaHo. ima kamaoro kaHana yTedku
uHpopMauMud W A8 KaxkJ0W yrposbl 0Oe30MacHOCTU JOJI)KHO CYLIeCTBOBATH
HECKOJIbKO 3allMTHBIX pyOexeit. Co3naHue 3alMTHBIX pyOesxkeil oCcyLIeCTBAsETCS ¢
YyYEeTOM TOro, 4YToObl A8 HX NPeOoJOJeHHs] TOTEHLUWaNbHOMY 3JI0YMbILIJTEHHUKY
TpeboBanuce npodEeCCHOHANBHEIE HABBIKH B HECKOJNBKHX HEB3aHMOCBSI3AHHBIX
obnacTax.

Buewnss 3amura momkHa obecneumBaTbCs (PHIUYECKUMH  CPeaCTBaMM,
OpraHM3alMOHHBIMK M NpaBoBbIMH MepaMu. OHUM U3 Haubolee yKpeIJeHHbIX
pyOesxkell mpu3BaHbl ObITH CpeacTBa KpunTorpaduueckoil 3alUThl, peanu30BaHHbIE
¢ ucnonb3zoBaHueMm TexHonorun VPN, TlpuknagHo#  ypoBeHb  3alLMThI,
VUUTBIBAOMUN OCOOCHHOCTH MPEeAMETHOH 00macTH, NpEeACTaBsIeT BHYTPCHHHH
pyOex 3amuTeI.

HenpepsiBHocTh 3amutbl [1H

3amuta [1[lH - HE pa3oBOE€ MEPOMPHUITHE H HE MPOCTas COBOKYIMHOCTH
NPOBEICHHBIX MEPONMPUSITHN UM YCTAHOBICHHBIX CPECACTB 3aIlMTHI, & HENPEPBIBHBIN
LEICHANPAaBACHHBIH NPOLECC, NPEANOJarariluil TMPHUHATHE COOTBETCTBYIOMIHX
Mep Ha Bcex artamnax sku3HeHHoro uukna MCTIAn.

HUCIIAH ponHbl HaxXxOOHMTbCA B 3ALMIIEHHOM COCTOSHHM Ha MPOTANKEHHHU
BCEro BpeMeHW UuX (YHKULHOHHpPOBaHUA. B COOTBETCTBHH C 3ITHM MNPUHLHINOM
JOJI’KHbl  MPUHUMaTbesl  Mepbl  no  Henonyuuenuwo nepexoaa HMCII[n B
He3alllMIIEHHOE COCTOsSHMUE.

BonbuwiHeTBY  (pU3MUecKMX W TeXHUYECKUX CPEACTB  3allUThl  AJis
s¢dPexTuBHOrO  BHINONHEHHS  C¢BOUX  (yHKUME  HeoOXoAMMa  TOCTOSHHAsS
TEXHUYECKAs u Oprasu3aluOHHAs (anMHUHUCTpaTUBHAsA) noanepxka
(cBOeBpeMCeHHAsT CMEHA U OOECNEYCHUE MPABUJIBHOTO XPAHCHHS W TPHMCHCHHUS
HMCH, TapojicH, Knwued Wu(poBaHHSA, NMEPEONPEICICHUE MOJTHOMOYHU H T.I.).
IlepepviBer B pabore cpencTB  3amMTbl  MOIYT  OblTb  HWCNOJb30BAHbBI

3JIOYMBIIWJICHHHUKAMHU OJIA aHallH3a NPHMEHACMbBIX METOAOB MW CPEIACTB 3alUUTDI,
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IJISi BHEAPEHWS CHeUWaNibHbIX NPOrPaMMHbBIX M annapaTHbIX "3aknaaok" U APyrux
CPEeICTB  MNPEOJOJICHUS  CHCTEMBI  3allMTBl  MOCJAE€  BOCCTAHOBJCHHUS €€

GYHKUHOHUPOBAHUS.

CBOeBpeMeHHOCTH

[IpenmonaraeT ympexkIarIUi XapakTep Mep oOecmevyeHus 0e30macHOCTH
[11H, To ecTb nocraHoBKy 3azady no komnuekcHow 3amure UCITAH v peanusauuio
mep obecneuenus dezonacHoctu [[Jln Ha panHux craausx paspadorku MCIIAn B
LeJIOM M €€ CUCTEMBbI 3alUTbl UHPOPMALUH, B YACTHOCTH.

PaspaGoTka cucTeMbl 3alUThl 10JMKHA BECTUCH MapallNeNbHO ¢ pa3padoTkoi
U pa3sBUTHEM caMoOil 3aluumaeMold CHCTeMbl. DTO NO3BOJHUT yuyecTh TpeOoBaHUS
0€30NacHOCTU MPH NMPOEKTHPOBAHWU apPXUTEKTYpPbl U, B KOHEYHOM cueTe, C031aTh
Oonee »>(PdexTHBHBIE (KaK MO 3arpaTraM pPeCypCcoB, TaK M MO CTOHKOCTH)
3QMMIICHHBIE CUCTEMBEI.

IIpeeMcTBEeHHOCTh H COBEPUIEHCTBOBAHHE

IIpeanonararoT MOCTOSHHOE COBCPIICHCTBOBAHUE MEP MU CPEACTB 3aIIUTEHI
WHPOpPMALUMH HA OCHOBE NPEEMCTBEHHOCTH OPraHM3aUHOHHBIX W TEXHUYECKHX
peweHun, KaapoBoro cocraBa, aHaiu3a Qynkuvonuposanus WCIIAn wu ee
CUCTEMbl 3alIMThl C Yy4YeTOM HW3MEHEHUHW B MeTOJax M CPeACTBAxX MepexBara
uHpopmanmu, HOpPMaTHBHBIX  TpeboBaHUM no  3aliuTe,  JOCTUTHYTOro
OTE4YECTBEHHOTrO U 3apyOe’kHOro omnbiTa B 3TOH obnactu.

[lepcoHaAbHAsT OTBETCTBEHHOCThH

[lpeanonaraer BO3JIOXEHHe OTBETCTBEHHOCTH 3a odecrieueHue
oezonacHoctu II[JlH w cucrembl HUX 00padoTKM HA KaXKAOrO0 COTPYAHUKA B
npenenax ero moJHOMOYMH. B COOTBETCTBHM C 3THM MPHHUMIIOM pacrpenciicHUe
npaB M 00sf3aHHOCTEH COTPYAHUKOB CTPOMTCS TakUM oOpa3zoMm, 4ToObl B cayuae
ndOro HapylleHus Kpyr BWUHOBHMKOB OblT YeTKO M3BECTEH WM CBeJEH K

MUHHUMYMY .
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MpuHOHOD MHHUMH3AUWH MOJHOMOYHN

O3navaeT npenocTaBie€HHE MOJIb30BATENSAM MHUHHUMAIbHBIX NPaB AOCTyNa B
COOTBETCTBUU € MPOU3BOACTBEHHOW HEOOXOAMMOCTDbIO, HA OCHOBE MPUHUMNA «BCE,
UTO HE pa3pelleHO, 3anpeLieHoy.

HJoctyn x TJlH nonskeH nmpeaocTaBAATbLCS TOJNbKO B TOM ciyuyae U oObeme,
€CIM  3TO HeoOXOAMMO COTPYAHUKY AN BBIMOJHEHWUS €ro JA0JIDKHOCTHBIX

00A3aHHOCTEH.

B3aumonencrBie U COTPYAHHYECTBO

[lpennonaraet co3aaHue OnaronpusTHOW aTrMocdepbl B  KOMIEKTHBAX
noapasaenenui, obecneunparomux aearesbHocth UCIJAn MKY «M®IL] ropona
PoctoBa-Ha-JloHy», 1N CHMXKCHHS BEPOATHOCTH BO3HUKHOBCHHUS HEraTHBHBIX
NEHCTBUHN CBSA3AHHBIX C YCNOBEYECKUM (PaKkTOPOM.

B Takoit o0cTaHOBKE COTPYOHMKH [OOJKHBI OCO3HAaHHO colnromaTh
YCTAHOBJIEHHbIE  TpaBWja W  OKa3blBaTb  CONEHCTBHE B  HEATENILHOCTH
noapa3aeieHuH TEXHUYECKOW 3amuTbl HHPOPMALKH.

I'nékocry cucremsol 3amuTbl I1AH

[MpuHsTele Mepbl W yCTAHOBJEHHBIE CpPEACTBA 3aW[UThl, OCODEHHO B
HaYaNbHbIH NEPUOJ UX 3KCMJyaTalUHH, MOLYT 00ecrnevyrBaTh Kak 4Ype3MepHbId, Tak
U HENOCTATOYHbIH  ypoBeHb  3awuThl. Jlng  obecrnedyeHUs  BO3MOMKHOCTH
BapbUpPOBaHUS YPOBHEM 3alMILEHHOCTH, CPEACTBA 3alllMThi AOMKHb 00IazaTh
onpenencHHON ruOKOCTEIO. OCOOEHHO BAXHBIM 3TO CBOWCTBO SBJSIETCS B TEX
cily4dasX, KOrga YCTaHOBKY CPEIACTB 3alIUTEl HEOOXOIWMO OCYIIECTBIAATh Ha
padoTarmyr CHCTEMY, HE Hapymas nponecca  ¢ce HOPManbHOIO
bYHKUHOHHUPOBAHHS.

OTKpPBITOCTH AJTOPUTMOB H MEXAHH3MOB 3ALHTHI

CyTh MpUHLKNA OTKPHITOCTH AATOPUTMOB U MEXaHHW3MOB 3allUThl COCTOMUT B

TOM, UTO 3alKMTa HE OOJHKHA OOecne4MBaTbCs TOJLKO 3a CYET CEKPETHOCTH

CTPYKTYPHOH oOpraHusauuu U aNropuTMOB (YHKLUHWOHHUPOBAHUS €€ MNOACHCTEM.
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3HaHue aJITOPUTMOB pa60"r131 CUCTCMBI 3AQIIMTBI HE AOOJIX)KHO JaBaThb BO3MOXHOCTH
€C NpeoOJICHHUA (ﬂame aBTOpaM). OILH&KO, 3TO HE 03Ha4acT, HTO l/IHdI)OpMaLll/IS[ (¢]

KOHKPETHON CHCTEME 3aIlUTHl AOJKHA OBITH 00IETOCTyMHA.

IIpocToTa npumeHeHHs CPEeACTB 3AWUTHI

MexaHu3Mbl 3allUTbl AOJKHB ObITb HHTYWTHBHO MOHSTHBL U MPOCThl B
MCNONb30BaHUU. [lpvMeHeHHe CpPenCcTB 3allUThl He AOJKHO ObITh CBA3aHO CO
3HAHHEM ClelHadbHblX S3bIKOB WIW C BbIMOJHEHUEM JeWUCTBUH, Tpeldyrowunx
SHQUUTEJbHBIX  ITOMOJHUTEIBHBIX  TPyZo3arpar mnpd  oObidHO#H  paborte
3apPEerUCTPUPOBAHHBIX VCTAHOBJICHHBIM MOPSAKOM TOJIb30BATENCH, a TakXke HE
OOJKHO TpeDOBATh OT MOJIB3OBATC/AS BBIMOJHEHUS PYTHHHBIX MAJOMOHATHBIX €My
omepauuii (BBOJ HECKOJIBKMX MapOjed U UMEH M T.1.).

JlonHa mocTHUraTrbCsi aBTOMATH3aUWs MAaKCHUMaJbHOrO 4ucla JAENCTBUH

nosp3zoBarenei u aaMmuuuctparopos UCIIH.

HayuHast 060CHOBAHHOCTD H TEXHHYECKAS PEANH3YEeMOCThb

NudopMaunoHHble TEXHOJOTHH, TEXHHYECKHE WM MNPOTrPaMMHbIE CPEICTBA,
cCpeacTBa U Mepbl  3allluThl  UHGOPMALMH JOJKHBI ObITh peaqu30oBaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTUS HAYKU U TEXHUKU, HAYyYHO OOOCHOBAHBI C TOYKH
3peHUss NOCTHUIKEHUS 3aJaHHOTO YPOBHs 0€30MacHOCTH HHGPOPMAIMHW M AOJIKHbI
COOTBETCTBOBATH YCTAHOBJCHHBIM HOpPMaM M TpeOoBaHUsAM MO 0O€30MaCHOCTH
ITAH.

C3I1H momkHa OBITH OPUCHTHUPOBAHA HA PEILICHHUS, BO3SMOJMKHBIC PUCKH I
KOTOPbIX W MEPbl MNPOTHBOAEHCTBHS OSTHM PUCKAM [POILIXM BCECTOPOHHIOH
TEOPETHYECKYIO U MPAKTUUYECKYO NPOBEPKY.

Cneunanu3auus ¥ npoecCHOHAIHUIM

[lpennonaraer npusiedyeHue K pa3paboTke CPEOCTB WU pealu3aurd  MeEP

3aLUTHI vHbopmaluu CreuuaTu3upoBaHH blIX opraHusanuii, Haubosee

nIoArOTOBJIICHHbBIX K KOHKPETHOMY BUay ACATCIIbHOCTH Ino o0ecneyeHUu
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OesonmacHocTH [IJIH, UMEIOIHUX OMBIT MPAaKTHYECKOH padOTHl U TOCYIapCTBCHHYIO
JULEH3HK Ha TMpaBO oOka3zaHus ycayr B 3Tod  obOnactu. Peanusauus
aIMHHUCTPATUBHBIX MEpP M  3KCOlyaTanus  CPeACTB  3aI0UThl  JOJKHA
OCY LIECTBJATHCH npodeccuoHalbHO NOArOTOBJIIEHHbBIMHU CeUHaATUCTaMHU
MKY «M®@1 ropona Poctosa-na-{ony».

O0n3aTeNbHOCTE KOHTpOJIS

[Ipeanonaraer o005%3aTeNbHOCTH W CBOEBPEMEHHOCTb  BLISIBJEHUS U
NPCCCYCHUN  MOMBITOK  HAPVIIEHHS  YCTAHOBICHHBIX MPaBuUil  OOeCmedYeHHUs
OesomacHocTH IIJJH Ha OCHOBE HCHOOJAB3YEMBIX CHCTEM H CPEICTB 3AIMTHI
duHpOpMaLUU TNpPH COBEPIICHCTBOBAHHMH KPUTEPHEB M  METOAOB  OLCHKH
3P PEKTUBHOCTH ITUX CHCTEM W CPEACTB.

KouTpons 3a npesarenpHocTbi0 n00Oro nosb3oBaTens, KamIOro CpencTsa
3aIUMThl M B OTHOMMIEHWH JOOOro OOBEKTA 3aLWThl AOJKEH OCYIUECTBIATHCH Ha
OCHOBE NPHUMEHEHHS CPEACTB ONEPATHBHOIO KOHTPOJS W PErucTPalHUd U LOJIKEH
OXBaThlBaTh Kak HECAHKUWOHWPOBaHHbLIE, Tak U CaAHKLUMOHUPOBAHHblE NEWCTBUA

MnoJb30BaTeNem.
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6 Mepbl, MeTOABI H cpeacTBAa 00ecnedyeHHs TPeGyeMOro ypoBHs
3ALIHIIEHHOCTH
OO0ecneueHue TPeOYEMOro YPOBHS 3AIMUIICHHOCTH OOJKHO JOCTHTAThCA

¢ HCIOJIB30BaHHWEM MEp, METOAOB U CpPEACTB 0e30nacHOCTH. Bce MEPbI

obecneuenus OeszonacHoctu MCIIAH nonpasnensroTes Ha:
* 3aKOHOZATCNbHBIC (NPABOBHIC);
*  MOpaIbHO-ITHYECKHUE,

* OpraHM3auuoOHHbIe (AIAMUHHCTPATHBHbIE);
¢ ¢Jusnueckue,

¢ TEXHHUYCCKHC (annapaTHble H HpOl"paMMHble).

3akoHoAaTeNbHbIe (MPABOBbIE) MepPbl 3aLIHUThI

K npaBoBbiM Mepam 3amuTbl OTHOCATCS OEHCTBYIOIME B CTPAHE 3aKOHBI,
yKasbl ¥ HOPMaTHBHbIE aKTbl, pPernaMeHTupylowne npasuna odbpamwenus c [11H,
3aKperIsioImue npaBa U 0053aHHOCTH YYACTHUKOB MH(POPMAUMOHHBIX OTHOLIEHHH
B npouecce ee o0pabdoTkM M MCNOJAb30BAHHUS, a Takke YCTaHaBIHBawLlHe
OTBETCTBEHHOCTb 3a HapylleHWs 3THUX TpaBuJ, MPENsATCTBYS TeM CaMbiM
HelpaBOMepHOMY Hcnoas3zoBaHui IIJIH W sABagomMecs  cAEpKHBAKOIIUM
bakTOpOM AJiS NOTCHUHANBHBIX HAPYLIUTE/ICH.

I[IpaBoBbie  Mepbl  3aIMTBl  HOCAT B  OCHOBHOM  yIPEXAAKIIUH,
npoUIaKTUUECKUH XapakTep U TPeOYIOT MOCTOSHHON Pa3bACHUTEIBHOH PadoTH ¢
MOJIb30BAaTEAIMHU U OOCITY>KUBAIOIHUM IEPCOHANIOM CHCTEMBL.

MopajibHO-ITHYECKHE MepPbl 3ALIHTHI

K ™MopanpHO-3THYECKHMM MepaM OTHOCATCA HOPMBbI NOBEIEHHSH, KOTOPHIE
TPaAWUMOHHO CJIOXHWJIMCH WIIM CKIIAABIBAIOTCHA MO Mepe pacnpocTpaHeHus DBM B
cTpaHe uau  ofOulecTBe. DTW  HOPMbI  OOJblIEH  4acThO He  SABISAIOTCH
00si3aTeNbHbIMH, KaKk 3aKOHOJATEeIbHO YTBEPXkK/AEHHble HOPMATHBHBIE aKThl,

OJHA4KO, HUX Heco6monem4e BCACT OOBIYHO K NaleHHI ABTOPHUTETA, NpeCTU)Ka
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YyeJoBeKa, IPYyNMbl JULU WIH OopraHu3audu. MopanibHO-3THYECKHE HOPMbI ObIBAIOT
kak HenucaHble (Hampumep, oOLENpPH3HAHHbIE HOPMbI YECTHOCTHU, NMATPUOTU3MA U
T.1.), TAK U NUCaHble, TO €cTb OPOPMJEHHBIE B HEKOTOPBIH cBOA (ycTaB) mpaBu
UKW npeanucaHui.

MopanbHO-3THYEeCKHE Mepbl 3alMTbl ABISKOTCA NPOPUIAKTUYECKUMH U
TpeOYIT MOCTOAHHON padoThl MO CO3AaHHUK 3A0POBOrO MOPAIbHOrO KIiMMaTa B
KOJNIICKTUBAX ToApa3faeieHul. MopanbHO-3THUYECKHUE MEPBI 3aIIMThl CHHXKAKOT

BEPOATHOCTb BO3HUKHOBCHUA HEraTHBHbIX ﬂ,eﬁCTBMﬁ CBA3aHHbLIX C YHECJOBCUCCKHUM

dbaxTopom.
Opranu3anuoHHble (AAMMHHCTPATHUBHBIE) MepPbl 3ALIUTHI
Opranv3audoHHble (aAMUHHACTPATHBHbIE) MEPbl 3alIUTBl - 3TO MEpPbI
OPraHHu3aluruoOHHOTO xapakTepa, periamMeHTHpyou e NnpoLUecehbl

byukunonuposanuss UMCII[H, ucnonb3zoBanue pecypcoB HMCIIJIH, nesaTenbHOCTD
o0CITyKMBAOWIEro NepcoHana, a TakxXe MNOPSOoK B3aWMOIEHCTBUS MOJIb30OBATENEH
¢ HCIIAH Ttakum obOpaszom, uToObl B HauOonblued cTeneHW 3aTPyJHUTb WU
UCKJIKYUTh BO3MOXHOCTb peanus3alidd yrpo3 O0e30MacHOCTH WJIM CHHU3UTh pasMmep
OTEPb B Clyuae UX peanu3alui.

TnaBHas wenp agMUHHUCTPATHBHBIX Mep - cdopmuporate IlomuTuky
uHpopMmauuoHHod OesonacHoctH I[IJlH (oTpaxarmImykw MOAXOOBI K 3alIUTE
uHbpOpManuu) U OOECNEUYUTh €¢ BLIMONHEHHUE, BBIAC/AS HEOOXOOHUMEBIC pecypchbl H
KOHTPOJIMPYS COCTOSIHUE AEJ.

Peanuszauus Ilonutuku undopmauuonuon Oe3zonacHoctu [I[An B UCIIAH
COCTOSIT M3 Mep aAMHHHCTPATHBHOIO YPOBHS M OPraHvW3audOHHBIX (MpoueaypHbIX)
MEp 3aWuTbl UHHOPMALHH.

K aaMHUHUCTpaTUBHOMY ypPOBHK) OTHOCATCS pelleHUs PYKOBOACTBA,

sarparuarouiue aestenbHocTb UCIIJIH B uenoM. DTu pelueHus 3akpenstoTcs B
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[Monutuke unpopmauuoHHoi GesonacHocTu. [lpumepoM Takux pelieHUE MOryT
OBbIThb:

* TMPHHATHE PELICHHUS O POPMUPOBAHHUU MIIH MEPECMOTPE KOMIICKCHOM

nporpaMMel  obecmeuenus  OesomacHoctu  [I[lH, omnpenenchHue

OTBCTCTBCHHEIX 34 €€ PCAJIM3ALHIO,

* dopmMyaupoBaHuUe Lnene, NOCTAHOBKa  3az1au, onpeneneHue

HanpaB/IeHUH AeATeNbHOCTH B obnactu Oesonacuoctu [1H;

* TMpUHATHE pelleHWd Mo  BOMpPOcCaM  peamu3allid  NpPOrpaMmbl
0€30MacHOCTH, KOTOPHIE paccMaTpuBawTes Ha ypoBHe MKY «M®I]
ropona PocrtoBa-Ha-/[oHY» B LenOM,

» obecrneuenue HOPMAaTHBHOM (npaBoBO#) Oa3bl BOTPOCOB
f6e30macHOCTH W T.M.

[lonuTnka BepxHEro ypoBHsA OOJIXKHA 4YETKO OUYepPTUTb cdepy BIUAHUA U
OrpaHuvYeHusl NMpPU onpeneneHud uenen OezonacHoctu [1JlH, onpenenuTp KakuMu
pecypcaMu (MaTtepuanbHble, MNEePCOHAN) OHM OyAyT JOCTUCHYThl M HailTH
pasyMHbIH  KOMNPOMHUCC MEXAYy TNpUEeMIIeMbIM YPOBHEM Oe30MacHOCTH H
dbynkunonansHocteo MCITJH.

Ha opraHu3alHOHHOM YpPOBHE OMNPEACIAITCS NPOLEAypEl M IpaBuia
OOCTHIKCHUS LieNed W pemenus sanau [lomutuku wHGopManuoHHOH Ge30macHOCTH

ITu. OTH mpaBuia ONPEOCHSIOT:
* KakoBa obmacTb nMpuMeHeHus nosuTuku SesonacHocTtu [1/H;

* KakKOBbl POJIM H 00s13aHHOCTH AOJIAKHOCTHBIX JIML, OTBECYAKOLWHUE 3a
NpOBEAEHHUEC NOJIHTUKU 0e30MacHOCTH nﬂH, a TaKXe HX YCTAaHOBUTH

OTBETCTBEHHOCTD,
* KTO uUMeeT mpasa goctyna k I1J(H;

* KakuMMH{ MepaMH W cpeactBamMu odecrneuuBaercs 3awuta [11H;



KakMMH MepaMH W CPEACTBAMH O0OECHEUMBACTCA KOHTPOJb 3a
coOnoaeHeM BBEOEHHOTrO pexxuma Oe30MmacHOCTH.
OpraHH3alMOHHBIE MEPBI HOJIKHBI:

npeaycMaTrpuBaThb pernamMeHT UHOOPMALMOHHbIX OTHOLUEHHWH,
HCKAKYAKIIUX BO3MOXKHOCTh HCCAHKUMOHUPOBAHHBIX OCHCTBUM B
OTHOLIEHHH OOBEKTOB 3aLLHTHI,

onpenensTh KOAJULUHMOHHbIE U HepapXHyeCkHe NPUHLMIbI U METOMAbl
pasrpaHudcHusa noctyna k [IJH;

onpenenaTb MNOPALOK paboTbl € MNPOrpaMMHO-MATEMATHYECKHMU U
TEXHAYECKHUMU (annapaTHble) CPEOCTBAMU 3ALUMTbHl U KPHUIMTO3ALIUTHI
W IPYTHUX 3aLWMUTHBIX MEXaHHU3MOB,

opranu3zoBartb Mepbl nporuBozaenctsus HCJ mnonb3oBarensimu Ha
aranax ayTeHTHduKannu, aBTOpPHU3ALINHU, UACHTUUKALIMH,
o0ecmeuymuBaKOUX TapaHTUU pealu3alii TMpaB W OTBETCTBEHHOCTH

cyObekTOB HHPOPMALMOHHBIX OTHOLUEHUH.

OpraHu3allMOHHbIE MEPHI JOJKHbBI COCTOSITh U3:

pernamenTta goctyna B nomewmenus UCIIH;

NOPSIOOK OOMyCKa COTPYAHUKOB K HcmoNib3oBaHu pecypcos MCIIOH
MKY «M®IL] ropona Pocrosa-na-loHy»,

periaMeHTa NPOLECCOB BeAeHUs (a3, NaHHbBIX W OCYLIECTBJEHMS
MOAUPUKATUM UHOOPMALHOHHBIX PECYPCOB;

pernameHTa NPOLECCOB o0cnyuBaHUS u OCY LLL€CTBJIEH U
MoAuHUKALMK anmnapaTHbIX U nporpamMmHbix pecypcos MCIIH;
uHCcTpykKuui mons3oBatrenen HWCIIAn (agmunuctpatopa HWCIIOH,

aaMuHucTparopa OeszonacHoctd, oneparopa UCTIAH);
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* WHCTPYKUHSA  [OJIb30BATENd  NPH  BO3HUKHOBEHWM  BHEIITATHBIX
CUTYaLHM.

* MHCTPYKLUHS MO Pa3sMelICHHUIO, 00OPYIOBAHHIO M OXPAaHE MOMEIICHHH,
rae XpaHATCS MEePCOHANIbHBIE NAHHbIE, MO XPAHEHUID MEePCOHANbHBIX
JAHHBIX Ha OYMaXKHBIX HOCHTEJISIX U MOPAAKY padoTbl HCMOJIHUTENEH

C NMEPCOHAIbHBIMU JAHHBIMY HA OYMaXKHbIX HOCHTENSAX WHPOPMALMUHU.

dusnueckue Me€pbl 3allHThI

OuU3MYECKUEC MEPhl 3alIUTBl OCHOBAHB HAa NPUMEHCHUM pPa3HOro poaa
MEXaHUYECKHX, 3JIEKTPO- MM JJICKTPOHHO-MEXAHUYCCKUX YCTPOHCTB U
COOPY>K€HMH, CNeUHanbHO NPEAHA3HAYEHHbIX IJd CcO3JaHus  (UIHUYECKHX
NPenATCTBHH Ha BO3MOMHBIX MYyTAX MPOHWKHOBEHHMS M IOCTYNa MOTEHLHAIbHBIX
HapywuTeled K KOMIOOHEHTAM CHCTeMbl M 3aulMimaeMor WHPOPMAUMH, a TaKKe
TEXHHUUYECKUX  CPEACTB  BU3yaJlbHOro  HaOIIOAEHHS, CBA3M U  OXpPaHHOM
CUTHaIU3aLMu.

®usuueckas 3aluMTa  3AaHUE, TOMEllEeHMH, OOBEKTOB U  CPEeACTB
uHpOpPMATH3ALUHU JOJI>XXKHA OCYIIECTBISATHCS nyTEM VCTAHOBJICHHU S
COOTBETCTBYIOMUX IOCTOB OXPaHbl, ¢ MOMOIIBK TCXHHUYECKHUX CPEACTB OXpPAaHbI
UM JIIOOBIMH APYTHMH CHOCOOaMH, MPEAOTBPALIAKIIUMU HWIM CYIECTBEHHO
3aTPYAHAIOMIMMY  NPOHWKHOBEHWE B 37aHHE, MOMEUIeHUS T[OCTOPOHHUX UL,
XUIeHue WHPOPMALUOHHBIX HOCHTEleH, caMUX cpeacTts uHGOpMaTu3auuH,
HCKTIOYAKOWIHMY  HAXOMIEHWE BHYTPH KOHTPOJNUPYEMOH (OXpaHsieMOMW) 30HbI

TEXHHUHUYECKUX CPEIACTB pPa3BEIAKH.

AnnapatHo-nporpaMmMHblie cpeacTsa 3amuThbl [1/]H
TexHu4ueckue (anmapaTHO-NMPOrpaMMHBIC) MEpPBl 3allMTHl OCHOBAaHBl Ha
HUCIONB30BAHUH PA3JIHYHBIX 3ICKTPOHHBIX YCTPOHCTB M CHEUHAJIBHBIX NPOTPaMM,

xoasmux B cocta MCIIJH ¥ BuINOTHAUWHX (CAMOCTOSATEIBHO MM B KOMIIJIEKCE
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C APYTUMH cpeacTBamiy) GyHKUHMH 3alUThl (HAEHTH(HUKALNKD U ayTEeHTUPHUKALHIO

nmojab3oBaTenel, pasrpaHudeHHe AOCTyNa K pecypcaMm, perucTpauuio COObITUH,

Kpuntorpaguueckoe 3akpeITHE HHOOPMALHU H T.14.).

C yueTom Becex TpeOoBaHui M nmpuHUMNOB obecrneveHus OesonacHocTu I1H

B ”CnﬂH nNo BCEM HaMNpaBJCHUAM 3allWTbl B COCTAB CHUCTEMDbI 3aLUUTbl AOJIKHDbI

ObITh BKIIOYEHBI CJI€Ayromue cpeacTBa.

cpeactBa uaeHtudukauuu (ono3HaBaHUs) U ayTeHTHDHUKAUHHU
(noaTBep:kaeHUs nmoanuHHocTH) nonb3oBateneid MCIT/H;

cpeacTra pasrpaHyUYeHus aocTyna 3aperucTPUPOBAHHbBIX
nonb3oBatreneit cucremnl k pecypcam HCIIun MKY «M®Ll ropoaa
PocTora-Ha-JloHyy,

cpeacrBa oDecneyeHUss W KOHTPOJA UEJOCTHOCTH NPOTrPaMMHBIX H
WH(POPMALUHOHHBIX PECYpPCOB;

cpeacTBa  OMEPaTHBHOTO  KOHTPOJSA WU PerucTpaudu  COOBITUH
0€30macHOCTH;

kpuntorpaduueckue cpeacrsa 3awutbl [1JIH.

VYeneurHoe NMPUMEHEHNE TEXHHUUYECKUX CpeaCTB 3allUTbl Ha OCHOBAHHH

NIPUHLHIOOB (pa3,uen 5) npeanonaraer, HTO BbINOJHEHUE MNEPEHHUCIICHHbBIX HHUKE

Tpe6OBaHl/lﬁ obecneueHo OpraHv3alMOHHBIMHU (a,IlMl/lHl/lCTpaTl/IBHblMI/l) MepaMu H

HCNOJIb3YEMbBIMH (I)I/ISI/ILIBCKI/IMI/I cpeacrtBaMin 3allUThl.

obecneuena dusuueckas uesoctHocTb Bcex komnoHent UCIIAH;

Kaxkabli  coTpyaHuk  (monp3oBarenbr  HMCITJH)  wnnwm rpynna
NnoJIb30BaTENIEH HWMEeT YHHKAJbHOE CHCTEMHOE WM W MHHHMAJbHO
HeoOXOAUMbIe SIS BBIMOJHEHUS MM CBOUX (YHKLHOHAIbHBIX

0053aHHOCTEH MOJHOMOYHUS IO AOCTYNY K pecypcaM CUCTEMBbl,



B UCIIAn MKY «M®L] ropona PoctoBa-Ha-[oHy» paspaboTka U
OTJagka mporpaMMm ocymecTiasercs 3a npeaenamu HCIIAH, Ha
HUCHBITATEIBHBIX CTCHAAX;

BCe H3MeHeHWs KOHQPUrypauMH TeXHHYECKHMX W TMPOrpaMMHbIX
cpeacts MCIIJn npousBOAsSiTCS CTPOro YCTAHOBIEHHbIM MOPALKOM
(perucTpupyrOTcs U  KOHTPOJMPYHOTCS) TOJIbKO HAa OCHOBAaHUHU
pacnopsxeHu pykosoactsa MKY «MO®L ropoma Pocrtopa-Ha-
Houy»;

CeTeBOC obopynoeanue (KOHLIEHTPATOPHI, KOMMYTaTOPHI,
MapmpyTU3aTOPHl U T.I.) paclojiaraeTcss B MECTax, HEAOCTYMHBIX AJIs
MOCTOPOHHUX (CNenHalibHbIX MOMEWEHHAX, mKadax, u T.M.);
CHnenuanucTamMu MKY «M®IL] ropona PocroBa-na-J{oHy»
OCYILUECTBJISETCH HENPEPBIBHOE YNPaBleHWE W aIMHWHHUCTPATHBHASA

nogaep;kka PyHKLHOHHUPOBAHHS CPEACTB 3ALIMTHI.
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7 Koutpoas 3¢dextusnoctu C3I/n
Koutpone sddexrusnoctu  C3[IJH  D0MKEH  OCYIIECTBIACTCS  Ha
nepuoaudeckoit  ocHoBe.  Llenpro  koHTponas — 3G PEKTUBHOCTH  SABIISIETCS
CBOCBPEMCHHOE  BBISBJICHME  HEHaAJexamux  pexumor  padorel  C3I11OH
(oTknoueHue cpeacTs 3aLIUTHI, HapyIeHue pPeXKUMOB 3AIMMTHI,
HECAaHKUMOHHUPOBAHHOE  H3MEHEHWE  pexuma  3awWuTl U T.M.), a TaK
MPOrHO3UPOBAHWE W  NPEBEHTHBHOE  peardipoBaHWE HA  HOBBIE  yrpo3bl

6eszomacHoctu [1J[H.

KoHTpons MOXET MNPOBOAMTBHCS KAk aIMHHUCTpATopaMu O€30mMacHOCTH
NCI1n (onepaTUBHbBIH KOHTPOJIb B npouecce UHDOPMAUHOHHOTO
B3aumozencteus B HCII[AH), Tak W npuBiekaeMbIMH I8 3TOW  UEH
KOMMETEHTHBIMU  OPraHU3auUMAMH, HWMEIOIMMMHA JIMUEH3UIO Ha 3TOT  BHI
nestenbHoctu, a Ttakxke ®CTIK Poccun u ®CBb Poccum B npemenax wux
KOMIETEHLUM,

KoHTpone MOXET OCYIECTBAATHCS aAMHHHUCTPATOPOM 0O€30MacHOCTH Kak ¢
MOMOILBIO IITATHBIX CPEACTB cHcTeMbl 3amuTel [[[lH, Tak M ¢ DOMOUIBK
CneuHalibHbIX NPOrPAMMHbBIX CPEICTB KOHTPOJIS.

Ouenka >¢pdexkTrBHOCTH Mep 3awuTbl [1JIH NPOBOAUTCS C MCMONB30OBAHUEM
TEXHUYECKUX M MPOrpaMMHBIX CPEIACTB KOHTPOJS Ha nNpeaMeT COOTBETCTBUSA

YCTAHOBJIEHHBIM TPEOOBAHUSAM.
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8 Cdepnol oTBeTcTBEHHOCTH 32 Oe3onacHocTh IIAH

OTBeTCTBEHHbBIM 3a pa3paloTKy Mep W KOHTPOJIb Haj oOecneyeHHEM
0€30MacHOCTH TMEPCOHANBHBIX HOAHHBIX SBAsSEeTCsS pykoBoactBo MKY «MOI]
ropona PocTtoBa-Ha-oHy». PykoBoouTens MOXKET HOEJIECTHPOBATH 4YAaCTh
MOJHOMOYHH MO 00CCIEUEHUIO OE30MaCHOCTH MEPCOHATBHBIX TAHHbBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAUTES BKJIOUAET crneayrlmue

HanpaBJICHUA obecneueHuss 0e30MaCHOCTH HﬂHﬁ

« IlnaHupoBaHHMe W peanusauus Mep no obecneueHHr Oe30MaCHOCTH
I Tn;
* Amnanu3 yrpo3s GeszonacHoctu I1JIH;

» Pa3paboTky, BHeApeHHE, KOHTPOJIb HCHOJHEHHs M NoaAepaHWe B
aKTYaJIbHOM  COCTOSHUM  TOJHUTHK, PYKOBOACTB,  KOHLEMIMH,
npouenyp, PerjamMeHTOB, HHCTPYKUMHW W IOPYrHX OPraHHU3aLHMOHHBIX
JIOKYMEHTOB Mo obecrneuyeHUo 0e30MacHOCTH;

* QOOyuenue u uvHpopmupoBaHue monbzoBatenei MCIL[IH, o nopsiake
pabortel ¢ [I[lH U cpeacTBaMu 3alUMUTHI;

* IlpenoTBpamieHue, BBISIBICHHE, pPEarupoBaHHE M  PaccieIOBaHHE
HapymweHui OezomacHoctu ITJIH.

I[Tpu B3aUMOACHCTBHM CO CTOPOHHHUMHM OPTraHU3aLMsIMHU B CHAy4Yasx, KOTAa
COTPYAHHKAM 3THUX OPraHU3alUi NPEIOCTABIACTCS OOCTYN K OOBEKTaM 3allMThl
(pazzmen 3), ¢ 3TUMH OPraHU3aALUSIMH OOJDKHO ObITH 3akawueHo «(CormaweHue o
koHpuaeHunanbHoctu», audbo  «Corsawenue o0  coOnoIeHUU  pexuma
6esonacHoctu [1Jn npwu Bbinonnenun pador B UCIIAn». TloaroroBka THMOBBIX
BapUaHTOB 3TUX corjaweHui ocywectBaserca wopucramu MKY «M®Ll ropozna

PocToBa-Ha-{oHy».
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9 Monenbr Hapymuteasn 06e30MacHOCTH

ITon mapymutenem B MKY «M®ILI ropoga Pocrosa-na-ZloHy» NOHUMAaETCS

JHUUO, KOTOPOE B Pe3y/ibTaTe YMBbIIIJIIEHHbIX WY HEYMBIUIJIEHHbIX JE€HCTBUH MOKET

HAHECTH yImepO oOBEeKTaM 3aILIHUTHI.

Bce HapyLWUTe/Iu AEIATCA Ha ABE CPYyNNbL:

BHELIHUWE HapyUWMWTeau - (QU3HYECKHe JHLa, He HMellliue npasa
npeObIBAHUS HA TEPPUTOPHH KOHTPOJHPYEMOH 30HBI, B Mpeaeaax
KoTopon pasmewmaercs odopyaosanne HCIIJH, a Takxe xpaHsaTcs

[T Ha OyMaXHBIX HOCHTENAX,

BHYTPCHHUE HAPYIIUTCNH - (UIMUCCKUC JHULA, HMEKIIHE NpaBo
npedbiBaHWs Ha TEPPUTOPUH KOHTPOJUPYEMOH 3O0HbI, B Mpegenax
koTopoh pasMewaercs odopynosanue UCIIIAH, a Tak xe XxpaHsaTcs

[TJIH Ha OyMaXHbIX HOCHUTEAX.

Knaccudbukauus HapywuTenen npeacraBieHa B Mozenu yrpos

fe3zonacHOCTHU NepCOHAJIbHBIX AAHHbBIX.



Hns
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10 Moaean yrpo3 6e3onacHocTH

NCIIAx MKY «M®L ropona PoctroBa-Ha-J[oHY» BBIACAAOTCA

Clienyol e OCHOBHBIE KAaTeropuu yrpo3 0e30MNacHOCTH NMEPCOHANbHBIX JAHHBIX:

Yrpo3bl OT yTEUKU NO TEXHUUYECKHWM KaHanam.
Y rpo3bl HECAHKLHOHUPOBAHHOTO AOCTYNa K HHGOPMALHUH.

Yrpo3bl yHHUTOXeHHsA, xHuleHusa annapatHeix cpeacrs MCIIJAx

HOCHUTENEMH an)opmaunn nyTeMm Cbl/l3l/llleCK01"O A0CTyna K 3JNEMCHTAM

UCI1OH.

Yrpo3bl  XULIEHHS, HECAHKUUOHMPOBAHHOW MoAUdUKAUMK WM
OnokupoBaHusi MHPOpPMALKUM 3@ CUET HECAHKLUWOHHPOBAHHOTO
noctyna (HCJ) ¢ npuMeHEHMEM TNporpaMMHO-amnapaTHbIX U
NPOrpaMMHBIX CPEeICTB (B TOM HYHC/E MPOrpaMMHO-MAaTEeMaTHYCCKUX
BO3ACUCTBUN).

Yrpo3bl He NpeIHAMEPEHHbIX NAEHCTBUH TOJb30BATENE€H U HApPYLIEHUH
oesonacuoctu ¢pyukunonuposanua HMCIIOn u C3II[An B ee cocrase
u3-3a cboeB B mporpaMMHOM o0ecredyeHHM, a Takke OT Yrpos
HeaHTpomoreHHoro (cOoeB  ammapaTypbl  M3-32  HEHaJEXHOCTHU
3JIeMeHTOB, ¢0OeB 3JeKTPOMUTAHUA) U CTUXHIHOTO (ynapoB MONHHUHA,

MOXapoOB, HABOJAHCHUH W T.I.) XapakTepa.
Yrpo3bl npengHaMepeHHbIX AEHCTBUHW BHYTPEHHUX HapyLIUTENEH.

Yrpo3bl HECAHKUHMOHHPOBAHHOIO AOCTyMNa MO KaHajlaM CBS3H.

Onucanue YIpo3, BEpPOSATHOCTb UX pedanuiallly, ONaCHOCTb H aKTyallbHOCTb

npeacrasieHsl B «Moxenu yrpo3 0e30NacHOCTH TNEPCOHANbHBIX HJaHHBIX B

NUCITOu» .
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11 Mexanusm peanunsanuu Ilonoxkenus

Peanusauus [Tonoxkenus AJOJIKHa OCYLLECTBIIATLCA Ha OCHOBEC

MEPCNEKTUBHBIX NMPpOrpaMM MU IMJIAHOB, KOTOPbI€ COCTABJIAKOTCA HAa OCHOBAHWHW U BO

HCITOJTHEHHUE!

denepanbHblX 3akOHOB B obOnactu obecneueHWs HHPOPMALMOHHON

6e30MacHOCTH M 3alUThl HHpOpMaALUHU;
noctaHoBineHud IlpaButenectBa Poccuiickonn @enepaumu,

PYKOBOAALIMX, OpPraHW3aLUOHHO-PACTIOPSAAUTENbHBIX U

metonnueckux aokymeHToB ®CTOK Poccuu,

norpednocren HCIIAn B cpeacrBax obecrneueHuss OE30MACHOCTH

uHpopmaLuu.
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12 Hopsiaok paGoThl ¢ NEPCOHAJTBHBIMH JAHHBIMH COTPYAHHKOB

O6sa3anHocTH padoToaaTens

B uensix wucnonnenus TtpedoBaHuk 3akoHomarenbcTtBa P® npu oOpaborke
MEePCOHANbHBIX HAaHHBIX, BCe PabOTHUKK YUPENKIAEHWA IOOJOKHbI HCIONHATH
YCTAHOBJIEHHbI MOpPANOK padOThI:

Pabora ¢ mnepcoHaNbHBIMH OAaHHBIMM pPabOTHHKOB NOJIKHA HE Hapylarb
TpeboBaHui 3akoHomarenbcTBa P® M noKanmbHBIX  HOPMATHMBHBIX  AKTOB
OpraHM3allii, U AOJI’KHa ObITh HEMOCPEACTBEHHO CBfi3aHa C OCYLUIECTBISHHEM HMH
CBOMX TPYAOBbIX (PYHKLHM.

[Tpu cOope n obpaboTke nepcoHanbHbIX AaHHbIX paboTHuka paboTtonartenb
gonxkeH pykosoacTBoBarbcis Konctutyuuenn PO, TpynoseiM kozekcom P® w
UHbIMH (enepanbHBIMH 3aKOHAMHU.

[lepcoHanbHble AaHHble pabOTHHUKOB JOJKHBI OBITh MOJY4Y€Hbl TOJbKO
HemnmocpeacTBeHHO y Hero. Ecnu nng oOpaloTkW ero maHHBIX WM MX TOJYYEHHS
NPUBJICKACTCA TPeTbH Juua, TO padOTHHUK IOMKCH JaTh NOPEIABAPHTEIbHOE
MUCbMEHHOE corjacde Ha 5To. OnHOBpeMeHHO paldOTHUK OOJIKEH OBIThH
yBeAOMIEeH O ueiax cbopa uHPOpPMAULUM, HCTOUHHMKAX €€ TMOJIYHYEeHHs, a Takke O
MOCNEeACTBUAX OTKa3a OT TNpPemOCTaBJIEHUs NHCbMEHHOTO corjacus Ha cbop
uHpopmaumru.

IlepconanbHble nanHble pabOTHHKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX H
MHbIX yOexXIeHWAX, YaCTHOM >KHU3HW, a TaKXKe 4IEHCTBE B OOLIECTBEHHBIX W
npodcolo3HbIX OpraHu3auuax He noanexart cOopy opraHv3auuei, eciii HHOE He
IpeayCMOTPEHO 3aKOHOAATENbCTBOM.

3awuTa TepcoHalbHbIX JaHHbIX paboTHMKa AoMkHA obecmedyHBaThCs

MOJJHOCTBKY 3a CUET pa6OT0ﬂ,aTeJ’l$l.
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Yupexxaenve npu npueme Ha padoTy, a Takke MNpu JIOObIX H3MEHEHHAX
npaBun paboTbl ¢ MEPCOHANbHLIMH JaHHbIMU OOS3aHO MUCBMEHHO 3HAKOMUTH C
HUMH BCe€X PabOTHHKOB.

YupexxaeHUe He UMECT NMpaBO MPUHYKAATH PaOOTHUKOB K OTKA3y OT CBOMX

npaB Ha 3aUlUTY NEPCOHAJIbHbLIX AAaHHbIX.

O06s3aHHOCTH padoTHHKA
PaboTHuk 00s3aH:
[lepenats pabotonatentd Bce mNepcoHalbHble JaHHble, YKa3aHHble B
COOTBETCTBYIOUIUX JOKYMEHTAX.
B ycranoBneHHblM mnpaBuiamMu  cpok coodbwarb padoromarento 00

U3MEHEHHWHW CBOUX MNEPCOHANBHBIX AAdHHBbIX.

llepenaua nepcoHAAbHBIX AAHHBIX

[lpy ocyuiecTBI€HHWH nepenayu MEPCOHATbHBIX AaHHbBIX PabOTHHUKOB
TpeTbuM nuuaMm padoTonarens obs3aH:

He coo0laTh MNepcoHalbHble JaHHble O€3 MOJYYE€HHOro MUCbMEHHOTrO
cornacuss paboTHHKa, KpoOMe ciayuyaeB, korja Takue OO0S3aHHOCTH YCTaHOB/EHbI
3aKOHOJATENbCTBOM;

He repeiaaBaTb MEpPCOHalbHble AaHHbie pabOTHHWKA /I WCMONb30OBAaHWUA B
KOMMEPUYECKHX LEsX,

TpeboBaTh OT TPEThbUX JHUL COONIOAEHUS NpaBusa paboThl ¢ MepcoOHaNbHbIMU
JaHHbIMM, @  Takxke  MpeaoCTaBleHHUs MUCBMEHHOrO  MOATBEP)KAEHHS
MCMONb30BAHUA  MEPCOHalbHLIX  JaHHbIX B MOpAJAKe, MNPeayCMOTPEHHBIX

HAacToAUM MOJIOKECHHUEM O 3alIUTE NEPCOHAJIbHBIX JAHHbIX]
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IaBaTh OOCTYN K [EPCOHAJIbHBIM HOAaHHBLIM TOJBKO JHLUAM, HMEIOLIHM
COOTBETCTBYIOUHI AOMYCK U MCMOMBb3YIOIUMX WX TOJAbKO JAAs BbIMNOJHEHHUS
KOHKPETHbIX TOJHOMOYUIA,

He¢ HucTpeOoBare HHGPOPMAIMI O COCTOSHHM 3I0POBbA pPabOTHHKA, 3a
UCK/TIOUEHWEM OAaHHBIX, KOTOPbIE MOTYT MOBIWATL HA HMCHOOJHEHHE PadOTHUKOM

CBOMX TPYIOBBIX OOsi3aHHOCTEH.

3ﬂllll/lTa NePCOHAJbHBIX JAHHbIX paﬁoTHuKa

B pamkax peanusauuu nyHkToB HacTosuwero [lomosxkeHus o 3amuTte
NnepcoHANbHbBIX JaHHBIX PA0OTHUKOB, PYKOBOJAUTENb YUpEXKAEHUA HU31aeT MpUKas o
Ha3HaueHWW JIMLa, OTBETCTBEHHOTrO 3a coOatoJeHUe mopsaaka paboTel ¢
NEPCOHANBHBIMU JaHHBIMM PAOOTHUKOB, Ha KOTOPOM JICKAT BCEe OOS3aHHOCTH MO
obecneyeHUIO KOHPUACHUUAIbHOCTH TOJIYYSHHBIX NAHHBIX, @ TAKXKE OpraHU3aluu
pabOTBl ¢ HUMH.

[Tlepenaua vHdopmaurMy NPOMCXOIMT TOJBKO B ITMCbMEHHOM BHIE. 3anpoc
IOJKeH ObITb coelaH B NMHCbMEHHOM BHIE C yKa3aHMEM BCEX PEKBHU3WUTOB JHLA,
sanpawwuBaouero WHpopmauuto. OrBer nomkeH ObiThb caenaH Ha (QUPMEHHOM
OnaHke yudpexmIeHUs W OTnpaBieH audO Kypbepckon ciyxOoH, JTUOO0 3aKa3zHbIM
MUCbMOM,

Bce mony4yeHHBIE TNEPCOHANBHBIC MOAHHBIC MOJKHBI XPAaHUTHCA B MECTE,
HUCKIIOYAKIIEM HECAHKUMOHHPOBAHHBLIX JOCTYI TPETBUX JIML.

DNeKTPOHHbIE  HOCHUTENH  WH(POPMALUMH, HOJKHBI  ObITb  3aMUIEHDI

KpUNTOorpapuveCcKuMH CPeACTBAMH 3aLWMTbI HHPOPMALHH.
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OTBeTcTBEHHOCTDb 3a pa3raamenue wHopMaunu, CBAZAHHON ¢

NnepcoHaANbHBIMH AaAHHBIMH paﬁoTHmca

Juua, mpu3zHaHHbBIE BUHOBHBIMHM B HapylueHUW TpeOOBaHHUI HACTOALLETO
[TomoxeHus o 3aunMTe TEePCOHANbHBIX JaHHbIX PabOTHHMKOM, NPHUBIEKAKTCA K
JUCLUUIJIMHAPHOW, AaJAMHUHHCTPATUBHOMW, TIPaXAAHCKO-NPABOBYK M YTOJOBHOH
OTBCTCTBCHHOCTH, B TMOPSAIKE TMPEIAYCMOTPEHHOM 3aKOHOAATENBCTBOM PO wu

JOKAJIBHEIMHU HOPMAaTHBHBIMHU aAKTaMH.
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13 lMopsinok paGoTbl ¢ NEPCOHANBHBIMH JAHHBIMH KOHTPATeHTOB H
3asiBUTeEJ e

[Topsinoxk moay4yeHust U 00paboOTKH MEPCOHANBHBIX JAHHBIX
KOHTPAreHTOB H 3asiBHTeJIeH

ITon obpaboTkok [1/1H NnoHUMaeTCs nojayueHue, XpaHeHHue,
KOMOMHUpPOBaHKHE, Nepenavya WIM JI0OOOe JApYyroe HUCNoNb30BaHWE MePCOHANbHBIX
JlaHHbIX KOHTPAreHTOB U 3asBUTeNEH.

PabdoTta ¢ nepcoHanbHBIMHU JaHHBIMH KOHTPArc¢HTOB W 3asBUTEICH IOONKHA
He Hapymarhk TpeOoBaHHMHI 3akoHOoZaTenbcTBAa P® M JOKaNbHEIX HOPMATHBHBIX
aKTOB OpPraHU3aIUH.

HUcnonp3oBaHue NMEPCOHANBHBIX OAHHBIX BO3MOXHO TOJIBKO B COOTBETCTBHHU
C UeNnsiMHU, ONpeIeNUBLIMMU UX nonyyeHue. [lepcoHanbHble HDAaHHBIE HE MOTYT
OBITb UCTIONB30BAHBI B LUENAX MPUYUHEHUS UMYLIECTBEHHOrO W MOPAJBHOTO Bpena
rpaxiaHaMm, 3aTpyAHEHUs pealu3auMu mnpaB M cBodoa rpawxaaH Poccuiickoi
dbenepauun.

[Topsimok 00pabOTKH MEPCOHANBHBIX NAHHBIX HA OYMaXHBIX MaTEPHATbHBIX
HOocUTeNnAX pernameHTupoBaH «HMHcTpykuueldn 1o XpaHEHWIO NePCOHANbHBIX
JAaHHBIX Ha OyMaMHBIX HOCHUTENSIX W NOpPAIKY padOThl MCMOJHUTENEH cC
MEepCOHANbHBIMK  JAaHHBIMM  Ha  OyMaxHbIX  HOocuTenax  WHopmMamuu»,
YTBEPWKAEHHOH PYKOBOIUTEIEM.

OGpaboTtka NepcoHalbHbIX JlaHHbIX B aBTOMATH3HPOBAHHbIX
MHPOPMALMOHHBIX CHCTEMAX OCYIIECTBASETCS HA OCHOBAHUMU pAJia YTBEP KAEHHbIX
PYKOBOAUTEJEM WHCTPYKLHU, pernamMeHTUpYyroUWUX o0padoTKy MNepcOHalbHbIX

nauubix B UCI1/IH.
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JocTyn K nepcoHaJbHBIM AAHHBIM

BHyTpenHuii goctyn (gocTynm  BHYTpPM  OpraHu3alMu) onpeaensercs
nepeyHeM JIML, MUMEKILUMX JOCTYyN K MNepCOHalbHbLIM JaHHbIM KOHTPAareHTOB W
3asBUTENed, OnpeaenseTcs NpUKa3oM HavalbHUKA.

Buewnu#t noctyn:

K uueny  wmaccoBbeix  norpeduTesiedl  NMEPCOHANbHBIX  AAHHBIX  BHE
OpraHW3aluuu MOXHO OTHECTH TrocyaapCTBeHHbIe (GYyHKUHMOHANbHBIE CTPYKTYPbI:
HaJOroBble MHCHEKIUM, MPaBOOXPAHHUTENbHbIE OpraHbl, OpraHbl CTATHCTUKH,
BOEHKOMATbI, OpraHbl COLMAJBLHOrO  CTpPaxoBaHUs, MNEHCUOHHble  (OHAbI,
nojapasaefeHus MyHMUMNaNbHbIX OPraHoOB yNpaBjeHUs,

Hazn30pHO-KOHTPOJIbHBIE OPraHbl MMEKT AOCTYN K HHPOPMALHWH TOJbKO B
chepe cBO€H KOMIETEHLHUHU.

IIpaBa 00513aHHOCTH W OTBETCTBEHHOCTb CY0ObEKTA MEPCOHAJbHBIX
JAHHBIX

3akpenneHue npaB CyOBEKTOB MEPCOHANBHBIX JAHHBIX, PErJaMEHTHPYIOMIHNX
3aIIMTY €ro MepCcOHaNBHBIX IaHHBIX, O00ECNeYMBaeT COXPAHHOCTH MOJHOH U
TOYHON MH(DOPMALUHU O HEM.

B uensix 3alMTBl NEPCOHAJbHBIX JAHHBIX KOHTPAr€HTbl W 3aABUTENH WMEIOT
npaso:

- TpeGoBaTh MCKJKUEHHS WM HCTpPaBleHUs HEBEPHbIX, MWW HEMOJHbIX
nepcoHanbHbIX JaHHbIX, Ta CBOOOAHbIN OecnnaTHbIH J0CTYym K  CBOUM
nepcoHanbHbIM AAHHbIM, BKJKOYas NpPaBO Ha MOJy4YeHHe KOMUW HOBOH 3amucw,
coaepaKaled NepcoHalbHbIC NAHHBIC,

- ompeaenAaTh CBOMX MpPEACTABUTENeH [AJd 3alUlMThl CBOUX MEPCOHANbHbBIX

JAAHHBIX Ha COXPAHCHHE H 34lIUTY CBOEM JIUUHOW TaWHBI.
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IIpaBa 00513aHHOCTH H OTBETCTBEHHOCTH ONEPATOPA MEPCOHAJTBHBIX JAHHBIX
IlepconanbHas OTBETCTBEHHOCTb - OXHO W3 TJaBHbIX TpedOBaHWH K
opraHu3auun (QPyHKUMOHUPOBAHUS CHCTEMbl 3allWThl MEPCOHANbLHOW WHPopMauuu
¥ o0s3aTtenbHoe ycnoBue olecmedyeHuss 3P HEKTUBHOCTH 3TOH CHCTEMBI.
Kpuanueckue W ¢pu3nueckMe JnuLa, B COOTBETCTBUM €O CBOHMH
OOJTHOMOYMSIMH BJIANCIOIKE O TpaXKJaHaX MNOJyYarmMUe W HCIOJB3VIOIUE €€,
HECYT OTBCTCTBCHHOCTb B COOTBCTCTBUM ¢ 3aKOHOJATENbBCTBOM POCCHHCKOH
®eacpauuu 3a HapylIeHWEe pPeXuUMa  3amuTh, o0padoTku W mopsaaka
MCNONb30BaHust 3TOM HHpopmauun. PykoBoauTens, paszpemarmwni AOCTY
COTPYZAHHKA K JOKYMEHTY, COAEpIKAMEMY MePCOHalbHbIe CBEAEHHS KOHTPAreHTOB
¥ 3asBUTENIEH, HECeT NMEePCOHANbHYI OTBETCTBEHHOCTb 3@ HAHHOE pa3pelleHue.
Kaxablii cOTpyAHWK OpraHu3allMu, MOJy4Yawluid Aas padoTbl JOKYMEHT,
cojepkalluii mepcoHalbHble AAHHblE, HECET €JMHOJHYHYK OTBETCTBEHHOCTb 3a
COXPaHHOCTh HOCUTENS U KOHPUAEHLHATbHOCTE UHpOpMALUU,
Jonyck K TNEpCOHANbHbIM JAaHHBIM KOHTPAareHTOB U 3aiBUTCICH JPYTHUX
COTPYAHUKOB paboTomarens, HE UMEKIIUX HaAlekKamuM o0pa3oM O0pOPMIICHHOTO
DOCTyTMa, 3ampemaecTcs.
[lepenaua (0OMeH © T.O.) NEPCOHANBHBIX JaHHBIX MEXAYy MNoaApa3sdeNeHUusIMu
OCYILIECTBJAETCA  TOJNbKO  MEXAY COTPYAHHUKAMH, HMEKWHMMH AOCTYN K
MEePCOHANbHBIM JaHHbBIM KOHTPAreHTOB U 3asBUTENEH.
32 HEUCNOJHCHUE WIM HCHAIJIC)KAIECS HCIMOJHCHHE pabdOTHHKOM IO €ro BHWHE
BO3JIOKCHHBIX HA HEro 00A3aHHOCTEH MO COONIOICHUIO YCTAHOBICHHOTO MOPSIKa
paboThl €O CBEOCHUSMHM KOH(PDUIECHLUHANBHOTO XapakTepa padoTOHATENb BIpaBe
NPUMEHATL  npeaycMoTpeHHble  TpynoBbiM  KozekcoM — AMCLHUIIMHAPHbIE

B3bICKAHHA.
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14 OcobenHocTn 00pAGOTKH MEPCOHAJbHbBIX AAHHBIX 0€3 HCNOJb30BAHUS
cpeacTts aBTOMATH3ALUHH

TIpu HEABTOMATH3HPOBAHHOHN 00padoTKe pa3IUYHBIX KaTeropuu
NEePCOHANBHBIX JaHHBIX JOJIKEH HCMOIB30BAaTbCs  OTHEAbBHBIA MaTEpPHAIbHBIH
HOCHTENb INf KaXIOH KaTEeropuu NMEepPCOHaIbHBIX AAHHBIX.

IIpu HeaBTOMaTU3MpOBaHHOW 00padoTke MEePCOHANbHbIX AAHHBIX Ha

OYMaXHBIX HOCHTEISX:

- He  jonyckaerca (ukcauus Ha  OJHOM OyMakHOM  HOCHTene
NepCOHAIbHbIX JaHHbIX, Lelu 00paboTKM KOTOPbIX 3aBEAOMO HECOBMECTHMbI;

MepcOHalbHbIE JAaHHBbIE AOJDKHBI 00ocobnATbHeH oT HHOU
MHpOpPMALHH, B HACTHOCTM NyTeM (UKCALUM WX Ha OTJAEIbHbIX OyMaXHbIX
HOCHUTENsIX, B CHNeUHalbHbIX pa3ieinax uWiau Ha noisx ¢opm (OmaHkoB);

- JNOKYMEHTbI, cojfepalllie NepcoHalbHble AaHHble, (GOPMUPYIOTCS B
Iena B 3aBHCHMOCTH OT LETH 0OpadOTKH MEPCOHANBHBIX NAHHBIX;

- nena C OOKYMEHTAMH, CONCPXXAIIMMHU TCPCOHAJIBHBIC  JAHHBIE,
OOJDKHBI ~HMETb BHYTPCHHHC ONHUCH JOKYMCHTOB C YKasaHHeM LCJIH
00paboTKky ¥ KaTeropuH NMEePCOHANbHBIX JAHHBIX.

JlokyMeHTbl (HOCHTEHU nubopmaunu), coaepKallhe MepcoHaNnbHbIe
JaHHble, HOOJDKHBI XPaHUTbCA B CHy»KeOHbIX MOMELIEHUAX B  HAIENKHO
3anupaeMbiX U oneudaTbiBaembix wkadax (ceddax).

YHUYTOXKEHHE HWIH O00E3MTHYHBAHHE YACTH MEPCOHANBHBIX TaHHBIX, ECIH
3TO HNOMYyCKAaeTCsi  MAaTEpPHAJIbHBIM  HOCHTEJIEM,  MOXET IPOU3BOTUTHCS
cnoco0OM, HCKIYAKWUM JalbHEHmyrw 00padoTky  3THX NEePCOHANBHBIX
JaHHbIX, € COXPaHEHHEM  BO3MOXHOCTHU 00paboTKKM  HHBIX  JAHHBIX,
3aUKCHPOBAHHBIX HA MaTepUalTbHOM HOCHTEIE.

IMpu HECOBMECTUMOCTH Lesed o0paboTkH NepcoHambHbIX  JaHHBIX,

3a) HMKCHPOBAHHBIX Ha OIHOM MaTEpPHAILHOM HOCHTEJE, eCITH
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MaTepuajdbHbI  HOCHTE/lb  HeE MO3BOJIAET  OCYLIECTBISATD oopaboTky
nepcoHaNbHbIX JAaHHBIX OTAENbHO OT JAPYTrUX 3aUKCHPOBAHHBIX Ha TOM
)K€ HOCHTeNe MepCcOoHaNbHbIX JaHHBIX, MAOJKHBI ObITb MPUHATHI  MepPbl MO
o0ecneueHHu pasaenbHOH o00OpadOTKM MNEePCOHANbHBIX JaHHBIX, B UACTHOCTH:

npu HEOOX0IUMOCTH MCMOJIb30BAHUS WJIM PACIPOCTPAHEHUS
ONnpeaeNeHHbIX NMePCOHANbHbIX OAHHBIX OTAEIbHO OT HAxXOAALWMXCSs Ha TOM
K€ MaTepualbHOM HOCHTENIE APYruX MNEPCOHANbHLIX AAHHBIX OCYLIECTBISAETCS
KONMUPOBAHHWE TMEPCOHAIbHBIX OAaHHBIX, MNOAJEXKAWMUX PACMPOCTPAHEHHIO  WIH
MCMOJb30BaHUID, CcMOcOOOM, MCKIOYAKUIUM  OJHOBPEMEHHOE KONHUpPOBaHHE
nepcoHanbHbIX JIaHHBIX, He noanexkaniyx pacnpocTpaHeHHUo "
MCTONb30BAHHUID, M HCMOJAb3YETCs (pacmpocTpaHAeTcs) KOMHUA MePCOHANbHbBIX
JaHHBIX;

- Opd  HECOOXOOAMMOCTH VHHUYTOXEHHUS HIM ONOKHpPOBAHHA  HYacTH
MepPCOHaNbHbIX AAHHBIX YHHUYTOXAETCH HITH Onokupyercs mMarepualibHbIH
HOCUTEb C TNpeaBapUTEbHbIM KOMHPOBAHWEM CBEAEHWN, HE MOAJNEKALMX
YHUYTOXKEHH O W OMOKUPOBAHHIO, cnocodowm, UCKJIOYAI0WLIUM
ONHOBpPEMEHHOEe KOMUpOBaHUE nepcoHaabHbIX JaHHBIX,  MOAJexallux
YHHYTOXKCHHIO HIH ONOKHPOBAHUIO.

YTo4HEHHE  MNEepCOHANBHBIX  JAHHBIX  MpH OCYIIECTBACHUH HX
00padoTku ©O€3 UCMONb3OBAHUS CPEACTB ABTOMATH3ALHWM MPOU3BOOMTCI NYTEM
OOHOBJIEHUS WM W3MEHEHHs MAAaHHbIX HA MaTrephalbHOM HOCHTENE, a €eciu
3TO HE JOMYCKAeTCsd TEXHUUYECKUMHU ocobeHHoOCTAMH MaTepHalibHOTO
HocHTens, nyreM ¢HUKcauWu HAa TOM K€ MarepuajbHOM HOCHTENlEe CBEIEHHMH
O  BHOCHMBIX B HHX  H3MeHeHHAX JauOO MyTeM HM3TOTOBJIEHHUS  HOBOIO
MaTepHalbHOrO HOCHTENs ¢ YTOYHEHHbIMH TNEepPCOHANbHbIMH JNAHHbIMHU.

O0OpaboTka NepcoHadbHBIX HAHHBIX, OCYLUECTBJsieMas Oe3 HCMOoJIb30BAHUS
CpeACTB aBTOMAaTH3allMK, AOJKHA OCYWECTBASATHCA TakHM oOpa3oM, uToObl B

OTHOLUEHUU KamAOM Kareropuu nepCcoHalmbHbIX JAHHbBIX MOKHO Ob110 onpeaciinThb
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MecTa XPaHeHHWs MEePCOHANbHbIX JaHHbIX (MaTephanbHbIX HOCHUTENEH) W
YCTAaHOBUTb MepeveHb JIML, OCYILECTBASIOIUMX 00paboTKy MepcoHalbHbIX JaHHBIX
A1b0 UMEKLMX K HUM OOCTYII.

IIpu XpaHeHHUH MaTEPHATBHBIX HOCHTENECH NOJKHBI COOMIOIATBCA YCIOBHI,
obecneunBalMe COXPAHHOCTb MNEPCOHAJIbHBIX HAHHbBIX M  HCKJKOYAKLIUE
HEeCaHKUWOHUPOBAHHbIH K HUM JAOCTYN. XpaHeHUEe TMNepcOoHalbHbIX  JaHHbIX
(MaTepuanbHbIX HOCHUTENEHN), obpaboTrka KOTOPBIX OCYLUECTBJISETCH B

pa3jiitiHbBIX NeaaXx AO0JKHO ObITh pa3ae/ibHbIM.



15 Oxupaemprii 3P et or peanusaunn Iomoxenus
Peanuszanus [lonoxenus oesonacHoctu [1[lH 8 UCII/IH mo3BonuT:

* OUCHUTH cocTosHUe Oe3omacHocTu uHHpopmauuu HCIIJAH, BHIABUTEH
UCTOYHWKH BHYTPEHHUX W BHEWHUX Yyrpo3 HHPOPMALUOHHOMN
0©30MacHOCTH, OTNPENCIUTD MIPUOPUTETHBIC HanpaBiCHHS
NPenoTBPAILEHUS, OTPAKEHUS U HEUTPANU3AUUU ITUX YIpo3;

¢ paspaboTare pacHOPSIAMTE]BHBIE W  HOPMATHBHO-MCTOIUYCCKHUE

nokyMeHTel npuMmenutenbHo k UCIH;

* mpoBeCTH Knaccudukauuw u ceprudukauuo MCIIH;

* TMPOBECTH OPTaHU3ALMOHHO-PEIKMUMHBIE U TEXHUYECCKHE MEPOMPHUITHS
no obecneuenuro SeszonacHoctu [1Au 8B UCITAH;

* o0ecneuuTh HeOOXOOMMBbIH  ypoBeHb 0Oe3onacHocTH  00bEKTOB

3aI0UTHI,

¢ paspaborarsb METOAMYCCKHE  JOKYMEHTHI mno Pa3sMEIICHUIO,
000py IOBAHUIO W OXpaHE MOMEWEHWH, TA€ XPAHATCS NEPCOHANbHbIE
JAHHBIE, [0 XPAHEHHUIO NEPCOHANbHbIX HAHHBIX Ha OyMaMHbIX
HOCUTENSAX W NOpAaKy paboTbl HCHONHUTENEH ¢ NePCOHaNbHbLIMHU

JaHHbIMH Ha OyMaKHBIX HOCHTENAX WHOOPMALUH.

OcymecTBiieHUe 3TUX MEPONPUATHH 00ECneYuT Co3ZaHue €IUHOH,
LEeJOCTHON u CKOOPAUHUPOBAHHOMN CUCTEMbl MH(POPMALUOHHOM
0e30macHOCTH H co3aacTt yCcnoBus st ee nalbHEN1ero

COBEPLIECHCTBOBAHHKA.
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16 CnHCOK UCIOAB30BAHHBIX HCTOYHHUHKOB

OcHOBHBIMH HOPMATHBHO-TIPABOBBIMH H METOAMYECKHMH
AOKYMEHTaMH, HA KOTOpbIX 0asupyercs Hacrosiwee IloaokeHue sBasilores:

®enepanbHbiit 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHbIX
naHHbIX» (nanee - @3 «O nepcoHaNbHBIX JaHHBIX»), YCTaHABJIWBAIOLULIHM
OCHOBHBIC TPUHUMOBI W yciaoBus o0OpadoTku II[H, mnpasa, o0OS3aHHOCTH W
OTBETCTBEHHOCTb YUACTHUKOB OTHOMICHHMN, CBA3AHHBIX ¢ oOpadoTko# [1[H.

«TpedoBanus K 3alUTE TMNEPCOHANbHBIX HOAaHHBLIX NpH HUX o00padoTke B
MHGOPMALMOHHBIX cucTemax nepcoHaTbHbBIX JIAHHbBIX), YTBEPIKAEHBI
IToctanoBnenuem Ilpasutensctea PO or 01.11.2012 r. Ne 1119,

«ITonoxenne 00 ocobeHHOCTAX 00padoTKkH TNEepPCOHANbHbIX HTAHHBIX,
ocyllecTBasieMOi 0Oe3 MCNONb30BAaHUS CPEACTB aBTOMATH3aLMUY», YTBEPKAEHHOE
[ToctanoBneHuem [lpaButenbcta P® ot 15.09.2008 r. Ne 687,

[Toctanoenenue IIpaButenbcrBa Ne 211 ot 21 wmapra 2012 roma «O9O
YTBEPWAEHUHN TEPEYHS Mep, HanpasJIeHHbIX Ha odecnevyeHWe BbINMOJHEHUS
oOsizanHocTel, npeaycMoTpeHHbix M3 «O nepcoHadbHBIX JAaHHBIX» W MPHHATbIMHU
B COOTBETCTBMM C HHUM HOPMATHUBHBIMH NPaBOBbBIMH aKTaMH, OINEpaToOpamMH,
SBASKOUIUMUCS TOCYAapCTBEHHBIMU WM MYHMLUMIANbHBIMHU OpTaHaMuy.

«TpeboBanus K MaTe¢pPHaJIbHBIM HOCHTE/SAM OMOMETPUUECKUX
NEPCOHANbHBIX JAHHBIX M TCXHOJOTHAM XPAaHCHUS TAKUX JaHHBIX BHE
MHPOPMALIMOHHBIX cHCcTEeM NepCcoOHaNbHbBIX JaHHBIX», YTBEP K AEHHDbIE
[Tocranosnenunem [IpaButenscrBa P® or 06.07.2008 r. Ne 512.

HopmatuBHOo-MeTOoauueckue OokyMeHTH  @DexepanbHod  cnyxOb MO
TEXHHYECKOMY W 3KcneprHoMy koHTponto Poccuiickonn ®enepaunn (nanee -

OCTOK Poccun) no odecneuenuto Oesonacunoctu IIJAH npu ux obdpadortke B

HUCTIn:






